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About	  This	  Summary	  

The	  main	  purpose	  of	  this	  survey	  is	  to	  obtain	  quan;ta;ve	  data	  on	  the	  IT	  employability	  competency	  model	  
dra@ed	  via	  qualita;ve	  and	  secondary	  research.	  Results	  will	  be	  used	  to	  update	  the	  IT	  competency	  model	  across	  
technology-‐centric	  industries.	  The	  objec;ves	  of	  this	  research	  include:	  
•  Evaluate	  the	  dra@	  version	  of	  the	  IT	  competency	  model	  

•  Validate	  the	  IT	  skills	  of	  most	  importance	  to	  employers	  when	  hiring	  for	  IT	  posi;ons	  
•  Assess	  addi;ons	  /	  revisions	  to	  the	  model	  obtained	  through	  the	  qualita;ve	  phase	  (focus	  group	  and	  in-‐
depth	  phone	  interviews)	  

•  Develop	  the	  second	  version	  of	  the	  IT	  competency	  model	  
	  
The	  survey	  was	  administered	  online	  during	  the	  period	  November	  24	  –	  	  December	  6,	  2015	  and	  was	  targeted	  to	  
managers	  involved	  in	  the	  hiring	  or	  managing	  of	  IT	  staff.	  CompTIA	  employed	  the	  services	  of	  a	  dedicated	  
research	  panel	  provider	  to	  procure	  the	  sample.	  A	  total	  of	  200	  US	  IT	  hiring	  managers	  at	  companies	  with	  at	  least	  
25	  employees	  across	  a	  mix	  of	  industries	  completed	  the	  survey.*	  Note	  that	  most	  respondents	  are	  from	  large	  
organiza;ons.	  
	  
CompTIA	  is	  responsible	  for	  all	  content	  contained	  in	  this	  summary.	  Any	  ques;ons	  regarding	  the	  study	  should	  be	  
directed	  to	  CompTIA	  Research	  &	  Market	  Intelligence	  staff	  at	  research@comp;a.org.	  	  
	  	  
CompTIA	  is	  a	  member	  of	  the	  Marke;ng	  Research	  Associa;on	  (MRA)	  and	  adheres	  to	  the	  MRA’s	  Code	  of	  
Marke;ng	  Research	  Standards.	  
	  
	  

*See	  Respondent	  Profile	  in	  the	  Appendix	  for	  more	  details	  	  



9%	  

49%	  

33%	  

8%	   3%	  

Exactly	  where	  
we	  want	  them	  
to	  be	  with	  IT	  

skills	  

Close	   Moderately	  
close	  

Not	  that	  close	  Not	  at	  all	  close	  
to	  where	  we	  
want	  them	  to	  

be	  

Source:	  CompTIA	  Common	  IT	  Employability	  Skills	  study	  |	  Base:	  200	  US	  IT	  hiring	  managers	  

State	  of	  IT	  Skills	  Gaps	  Among	  New	  IT	  Employees	  	  

9%	  91%	  

Exactly	  where	  want	  them	  to	  be	  with	  IT	  
skills	  -‐	  no	  skills	  gap	  

Some	  degree	  of	  IT	  skills	  gap	  present	  

91%	  of	  US	  IT	  hiring	  managers	  indicate	  some	  degree	  of	  gaps	  in	  IT	  skills	  between	  what	  their	  organiza;on	  needs	  
from	  new	  IT	  employees	  and	  the	  IT	  skills	  they	  possess.	  



0%	  

0%	  

11%	  

20%	  

69%	  

Strongly	  disagree	  

Disagree	  

Partly	  agree,	  partly	  disagree	  

Agree	  

Strongly	  agree	  

Level	  of	  Agreement	  with	  Main	  Areas	  of	  Common	  IT	  
Employability	  Skills	  Model	  	  
The	  great	  majority	  agree	  (89%	  NET)	  that,	  overall,	  these	  7	  main	  IT	  areas	  cover	  the	  most	  important	  
common	  IT	  employability	  skills.	  

7	  Main	  IT	  Areas	  
-‐  Informa;on	  Management	  &	  Analy;cs	  
-‐  Informa;on	  Security	  
-‐  Infrastructure	  Administra;on	  	  
-‐  IT	  Support	  
-‐  Programming,	  Development	  &	  Engineering	  
-‐  So@ware	  Tes;ng	  &	  Quality	  Assurance	  
-‐  Strategic	  Planning	  /	  Business	  Management	  

Source:	  CompTIA	  Common	  IT	  Employability	  Skills	  study	  |	  Base:	  200	  US	  IT	  hiring	  managers	  

89%	  NET	  	  
Agree	  



Importance	  of	  Each	  Main	  IT	  Skills	  Area	  

16%	  

14%	  

12%	  

13%	  

11%	  

8%	  

9%	  

46%	  

46%	  

43%	  

40%	  

40%	  

31%	  

29%	  

38%	  

41%	  

46%	  

47%	  

50%	  

62%	  

63%	  

Informa;on	  Management	  &	  Analy;cs	  

Strategic	  Planning	  /	  Business	  Management	  

Infrastructure	  Administra;on	  

So@ware	  Tes;ng	  &	  Quality	  Assurance	  

Programming,	  Development	  &	  Engineering	  

Informa;on	  Security	  

IT	  Support	  

NA	  or	  Not	  that	  Important	   Nice	  to	  Have	  but	  Not	  Cri;cal	   Must	  Have	  

Most	  indicate	  that	  each	  of	  these	  IT	  areas	  are	  important	  to	  their	  organiza;on	  when	  considering	  IT	  job	  
candidates.	  

Source:	  CompTIA	  Common	  IT	  Employability	  Skills	  study	  |	  Base:	  200	  US	  IT	  hiring	  managers	  

NET	  	  
Important*	  

92%	  

93%	  

90%	  

87%	  

89%	  

87%	  

84%	  

*NET	  Important:	  Must	  Have	  +	  Nice	  to	  Have	  



48%	  

51%	  

58%	  

61%	  

69%	  

71%	  

72%	  

User	  Training	  

High	  Availability	  Design	  &	  Support	  

Maintenance	  

Incident	  Management	  

Troubleshoo;ng	  &	  Repair	  

Hardware	  &	  So@ware	  Installa;on	  /	  
Deployment	  

Help	  Desk	  

IT	  Skills	  Rated	  as	  Having	  Greatest	  Importance:	  
IT	  Support*	  

Source:	  CompTIA	  Common	  IT	  Employability	  Skills	  study	  |	  Base:	  200	  US	  IT	  hiring	  managers	  

Most	  important	  skills	  to	  employers	  when	  hiring	  for	  these	  related	  IT	  posi;ons.	  

*Provide	  technical	  assistance	  to	  computer	  users.	  	  



43%	  

45%	  

48%	  

50%	  

58%	  

62%	  

67%	  

68%	  

Authen;ca;on	  /	  Biometrics	  

Policy	  Development	  &	  Implementa;on	  

Penetra;on	  Tes;ng	  /	  Audi;ng	  /	  Ethical	  
Hacking	  

Legal	  Compliance	  &	  Standards	  /	  Regula;ons	  

Encryp;on	  

Risk	  Management	  

Firewalls	  

Cybersecurity	  

IT	  Skills	  Rated	  as	  Having	  Greatest	  Importance:	  
InformaQon	  Security*	  

Source:	  CompTIA	  Common	  IT	  Employability	  Skills	  study	  |	  Base:	  200	  US	  IT	  hiring	  managers	  

Most	  important	  skills	  to	  employers	  when	  hiring	  for	  these	  related	  IT	  posi;ons.	  

*Protec;on	  of	  computer	  networks	  and	  informa;on.	  	  

Other	  Notable	  Skills	  
-‐  Digital	  Rights	  Mgmt.	  
-‐  Iden;ty	  Access	  Mgmt.	  
-‐  Informa;on	  Assurance	  



51%	  

54%	  

55%	  

57%	  

57%	  

60%	  

60%	  

Mobile	  Applica;ons	  Development	  &	  
Management	  

Web	  Design,	  Development	  &	  Management	  

Performance	  Engineering	  

Interoperability	  of	  Systems	  

So@ware	  Development	  Life	  Cycle	  

Programming	  Languages	  

Systems	  Analysis	  

IT	  Skills	  Rated	  as	  Having	  Greatest	  Importance:	  
Programming,	  Development	  and	  Engineering*	  

Source:	  CompTIA	  Common	  IT	  Employability	  Skills	  study	  |	  Base:	  200	  US	  IT	  hiring	  managers	  

Most	  important	  skills	  to	  employers	  when	  hiring	  for	  these	  related	  IT	  posi;ons.	  

*Design	  development,	  and	  integra;on	  of	  so@ware,	  applica;ons,	  systems	  and	  web	  technologies.	  	  



56%	  

63%	  

64%	  

65%	  

71%	  

Non-‐Func;onal	  Tes;ng	  (Performance,	  
Resiliency,	  High	  Availability,	  Disaster	  

Recovery)	  

Test	  Automa;on	  

Interface	  Design	  

Usability	  Tes;ng	  /	  Cer;fica;on	  

Analyzing	  &	  Debugging	  So@ware	  

IT	  Skills	  Rated	  as	  Having	  Greatest	  Importance:	  
SoVware	  TesQng	  and	  Quality	  Assurance*	  

Source:	  CompTIA	  Common	  IT	  Employability	  Skills	  study	  |	  Base:	  200	  US	  IT	  hiring	  managers	  

Most	  important	  skills	  to	  employers	  when	  hiring	  for	  these	  related	  IT	  posi;ons.	  

*Op;miza;on	  of	  so@ware	  usability	  and	  iden;fica;on	  of	  so@ware	  problems	  and	  their	  causes.	  	  



45%	  

50%	  

50%	  

52%	  

54%	  

58%	  

60%	  

61%	  

62%	  

Telecommunica;ons	  &	  Collabora;on	  (Mobile	  Devices	  /	  
Solu;ons	  Management,	  Unified	  Messaging	  /	  

Systems	  Analysis	  

Virtualiza;on	  

Monitoring	  (Aler;ng,	  Early	  Detec;on)	  

Network	  Support	  &	  Security	  

Cloud	  

Hardware	  Devices	  /	  Plalorms	  

Storage	  /	  Data	  Back-‐up	  /	  Disaster	  Recovery	  

Network	  /	  System	  Architecture,	  Configura;on	  &	  
Management	  

IT	  Skills	  Rated	  as	  Having	  Greatest	  Importance:	  
Infrastructure	  AdministraQon*	  

Source:	  CompTIA	  Common	  IT	  Employability	  Skills	  study	  |	  Base:	  200	  US	  IT	  hiring	  managers	  

Most	  important	  skills	  to	  employers	  when	  hiring	  for	  these	  related	  IT	  posi;ons.	  

*Management	  of	  computer	  systems,	  networks	  and	  other	  data	  communica;on	  systems.	  	  

Other	  Notable	  Skills	  
-‐  Opera;ng	  Systems	  
-‐  Opera;ons	  
-‐  Change	  Mgmt.	  



51%	  

52%	  

55%	  

59%	  

60%	  

Business	  Process	  Design	  /	  Automa;on	  

Problem	  Solving	  

Technology	  &	  Business	  /	  Industry	  Trends	  &	  
Changes	  /	  Future	  of	  IT	  

Program	  &	  Project	  Management	  

Business	  Analysis	  

IT	  Skills	  Rated	  as	  Having	  Greatest	  Importance:	  
Strategic	  Planning	  /	  Business	  Management*	  

Source:	  CompTIA	  Common	  IT	  Employability	  Skills	  study	  |	  Base:	  200	  US	  IT	  hiring	  managers	  

Most	  important	  skills	  to	  employers	  when	  hiring	  for	  these	  related	  IT	  posi;ons.	  

*Effec;ve	  and	  efficient	  planning,	  priori;za;on,	  and	  management	  of	  IT	  resources	  to	  accomplish	  business	  goals.	  	  

Other	  Notable	  Skills	  
-‐  Con;nuous	  

Improvement	  
-‐  Solu;on	  Strategy	  

&	  Planning	  
-‐  Vendor	  Selec;on	  /	  

Mgmt.	  
-‐  R&D	  /	  Innova;on	  



52%	  

56%	  

61%	  

65%	  

73%	  

Data	  Mining	  

Server	  /	  Data	  Center	  Management	  

Database	  Administra;on	  /	  Management	  

Big	  Data	  /	  Data	  Warehousing	  

Data	  Analy;cs	  /	  Business	  Intelligence	  

IT	  Skills	  Rated	  as	  Having	  Greatest	  Importance:	  
InformaQon	  Management	  and	  AnalyQcs*	  

Source:	  CompTIA	  Common	  IT	  Employability	  Skills	  study	  |	  Base:	  200	  US	  IT	  hiring	  managers	  

Most	  important	  skills	  to	  employers	  when	  hiring	  for	  these	  related	  IT	  posi;ons.	  

*Storage,	  organiza;on,	  and	  delivery	  of	  data	  and	  insights.	  	  

Other	  Notable	  Skills	  
-‐  Algorithms	  
-‐  Data	  Science	  
-‐  Social	  Networking	  

&	  Collabora;on	  



Appendix	  



Top	  Business	  PrioriQes	  	  

23%	  

30%	  

46%	  

52%	  

56%	  

56%	  

60%	  

60%	  

Growing	  business	  interna;onally	  

Managing	  compe;;ve	  threats	  

Reaching	  new	  customers	  

Improving	  use	  of	  data	  analy;cs	  /	  BI	  

Innova;ng	  more	  effec;vely	  

Further	  leveraging	  technology	  to	  improve	  
business	  opera;ons	  

Reducing	  costs	  /	  overhead	  

Improving	  staff	  produc;vity	  /	  capabili;es	  

Source:	  CompTIA	  Common	  IT	  Employability	  Skills	  study	  |	  Base:	  200	  US	  IT	  hiring	  managers	  

Over	  the	  next	  12	  months	  



Primary	  Industry	  
Informa;on	  Technology	  (IT)	  services	  or	  consul;ng	   32%	  
Educa;on	   20%	  
Financial/Banking/Insurance	   15%	  
Manufacturing	  (other	  than	  IT	  related)	   12%	  
Healthcare/Medical	   10%	  

Professional	  services	  (other	  than	  IT	  related)	   6%	  
Other	  IT-‐related	  industry	  (e.g.	  hardware	  
manufacturer,	  so@ware	  vendor,	  telecom,	  
distributor,	  retail)	   2%	  

Retail/Wholesale	  (other	  than	  IT	  related)	   2%	  

Government	  (federal,	  state,	  local)	   1%	  
Other	  industry	  (e.g.	  telecom,	  so@ware)	   3%	  

Job	  Role	  
Execu;ve	  Management	  (CEO,	  President,	  
Managing	  Director,	  Owner,	  etc.)	   4%	  
Senior	  Management	  –	  IT	  func;on	  (CIO,	  CSO,	  VP	  
of	  IT-‐related	  func;on,	  etc.)	   16%	  
Middle	  Management	  –	  IT	  func;on	  (Director,	  
Manager,	  Team	  Leader	  etc.)	   39%	  
Staff	  level	  –	  IT	  func;on	   9%	  
Senior	  Management	  –	  business	  func;on	  (CFO,	  
VP,	  GM	  of	  business	  func;on)	   4%	  
Middle	  Management	  –	  business	  func;on	  
(Director,	  Manager,	  Team	  Leader	  etc.)	   13%	  
Staff	  level	  –	  business	  func;on	   6%	  
IT	  or	  Business	  Consultant	   5%	  
Trainer	  /	  Teacher	  /	  Instructor	   4%	  
Other	  (e.g.	  HR,	  Division	  Chairperson)	   2%	  

IT	  Involvement	  (very	  involved	  +	  
somewhat	  involved)	  
Hiring	  or	  managing	  IT	  staff	   100%	  
Sepng	  or	  influencing	  technology-‐related	  
strategies	   87%	  
Installing	  or	  managing	  hardware,	  so@ware,	  
communica;ons	  and	  other	  technology	   74%	  

Respondent	  Profile	  

Employee	  Size	  
25	  –	  49	   5%	  
50	  –	  99	   5%	  
100	  –	  499	   20%	  
500	  –	  999	   15%	  
1,000	  or	  more	  employees	   57%	  

Source:	  CompTIA	  Common	  IT	  Employability	  Skills	  study	  |	  Base:	  200	  US	  IT	  hiring	  managers	  

IT	  hiring	  managers	  in	  the	  US	  at	  organiza;ons	  that	  had	  IT	  job	  openings	  over	  the	  past	  12	  months.	  

Small	  (25-‐99	  employees):	  9%	  
Medium	  (100-‐499):	  20%	  
Large	  (500+):	  72%	  



AddiQonal	  Resources	  
§  CompTIA	  Cyberstates	  2016:	  The	  Defini=ve	  State-‐by-‐State	  Analysis	  of	  the	  U.S.	  Tech	  Industry	  

hrps://www.comp;a.org/resources/cyberstates-‐2016	  	  	  

§  CompTIA	  IT	  Employment	  Midyear	  Update	  2015	  
hrps://www.comp;a.org/resources/it-‐employment-‐midyear-‐update-‐2015	  	  

§  CompTIA	  IT	  Career	  Insights	  –	  US	  summary	  hrps://comp;a.box.com/s/e6r7wudkhxjm5lxrgluaranl5ddeoy4o	  	  

§  Addi;onal	  CompTIA	  IT	  workforce-‐related	  industry	  research,	  for	  example:	  
–  IT	  Industry	  Outlook	  and	  Quarterly	  IT	  Industry	  Business	  Confidence	  Index	  
–  IT	  Career	  Insights	  (Canada,	  Middle	  East,	  South	  Africa,	  UK,	  US)	  
–  Managing	  the	  Mul=genera=onal	  Workforce	  
–  HR	  Percep=ons	  of	  IT	  Training	  and	  Cer=fica=on	  
–  Cyberprovinces	  
–  Interna=onal	  Technology	  Adop=on	  &	  Workforce	  Trends	  
–  The	  Impact	  of	  CompTIA	  Cer=fica=on	  
–  Building	  Digital	  Organiza=ons	  
–  Military	  Career	  Path	  Study:	  Assessing	  the	  role	  of	  training	  and	  cer=fica=ons	  
–  Informa=on	  Security	  Trends	  

§  CompTIA	  premier	  members,	  partners	  &	  registered	  users	  can	  access	  research	  here:	  
–  CompTIA	  website	  hrp://www.comp;a.org/insight-‐tools	  	  
–  CompTIA	  Partner	  Portal	  hrp://partners.comp;a.org/delivery/research.aspx	  	  


