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About this Research

CompTIA’s Building Digital Organizations study provides insights into the changing business dynamics
and role of IT as cloud and mobility drive new technology solutions. The study consists of five sections,
which can be viewed independently or together as chapters of a comprehensive report.

Section 1: Market Overview
Section 2: Business Model Analysis
Section 3: Challenges

Section 4: Opportunities

Section 5: Qualitative Interviews

This study was conducted in three parts:

Part 1: Online survey fielded to technology professionals during April/May 2015. A total of 375
companies based in the United States participated in the survey, yielding an overall margin of sampling
error at 95% confidence of +/- 5.2 percentage points. Sampling error is larger for subgroups of the data.

Part 2: Online survey fielded to business professionals during May 2015. A total of 275 companies based
in the United States participated in the survey, yielding an overall margin of sampling error at 95%
confidence of +/- 6.0 percentage points. Sampling error is larger for subgroups of the data.

Part 3: A series of in-depth interviews with 14 technology and business professionals, conducted by
technology consultancy AfterNines. Interviewees were selected to represent a range of organizational
responsibility. Interviews were conducted on a one-on-one basis over approximately a four-week period
in April and May, 2015, with an average length of approximately 30 minutes.

As with any survey, sampling error is only one source of possible error. While non-sampling error cannot
be accurately calculated, precautionary steps were taken in all phases of the survey design, collection

and processing of the data to minimize its influence.

CompTIA is responsible for all content and analysis. Any questions regarding the study should be
directed to CompTIA Research and Market Intelligence staff at research@comptia.org.

CompTIA is a member of the Marketing Research Association (MRA) and adheres to the MRA’s Code of
Market Research Ethics and Standards.
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Key Points

¢ Cloud and mobility have ushered in a new era of enterprise technology. By adding key
innovations to existing models, these trends allowed companies to change their approach
and redefine the processes for choosing, implementing, and supporting business systems.

¢ New technologies such as cloud and mobility account for nearly all projected revenue
growth in the IT industry. Traditional areas like security, networking, and help desk are still
major factors in a $3.7 trillion industry, so the net effect of new technologies is to add
options and complexity.

* With more technology options available and more input being added from business units,
the typical IT goal of building business systems becomes a greater challenge. However, it is
also more critical as businesses use technology to compete in a fast-paced global market.
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Welcome to the Cloud/Mobile Era

In 2006, Amazon Web Services released their first offering: Simple Storage Service (S3). In 2007, Apple
announced a new device that promised to combine the best qualities of the iPod with revolutionary
mobile phone design and Internet capabilities: the iPhone. In the time since, the IT industry has been
saturated with information and discussions on cloud and mobility, and that saturation has obscured the
disruptive nature of these two trends.

Neither of these early offerings represented a never-before-seen concept. With cloud computing,
Amazon built on a foundation of virtualization technology along with the recognized advantages of
hosted systems over on-premise systems. The key innovation was the software layer that automated
many virtualization tasks and allowed for greater flexibility and speed.

With mobility, the foundation was even more solid. Considering laptops as mobile devices, many
companies had been exploring best practices around mobility for several years. Even smartphones were
well entrenched as Blackberry had captured significant share among business users. The iPhone
accelerated mobility momentum with a groundbreaking user interface and an app ecosystem that
redefined the possibilities of mobile computing.

S3 and the iPhone introduced these new elements, and as more companies adopted them and adapted
them for their own offerings, the era of cloud and mobility was born. Rather than creating an
evolutionary step, cloud and mobility represent a true revolution. CompTIA, IDC, and other industry
observers believe that cloud/mobility will be the third wave of enterprise technology, following
mainframes and PC/Internet.

Three Eras of Enterprise Technology

Technology not widely accessible

Mainframe Technology use highly restricted

Technology management highly centralized

Technology moderately accessible

Technology use becoming pervasive
Internet
Technology management mostly centralized

Technology widely accessible

Technology use very open

Mobile

Technology management decentralized

ComgTlA
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The revolution is not confined to the IT department, though. As technology becomes more accessible
and more widespread, entire organizations are changing their approach and redefining the processes for
choosing, implementing, and supporting business systems. The function of the IT team is certainly
changing, whether that team is an internal department, an informal collection of employees, or a third
party responsible for technology management. However, there are also changes in inter-departmental
dynamics and in the drivers behind technology projects.

After several years of looking at cloud and mobility individually to understand how they were being
implemented, CompTIA is taking a step back to assess the bigger picture. Building Digital Organizations
explores the transformations taking place in businesses beyond the IT team. It also explores the steps
the IT team can take to continue providing value in this new era of enterprise technology.

Growing the IT Pie

Without a doubt, the new trends in technology are the major growth drivers in the IT industry. IDC,
which calls this new era of computing the “3' platform,” actually predicts that these new technologies
will account for 100% of IT spending growth in 2015. With the lines often blurred between different
areas in spending projections, there may still be incremental growth in some traditional areas of IT, but
revenue for emerging areas has definitely skyrocketed in recent years, with high expectations for 2015:

* $536 billion on wireless data, making that the largest component of telecom spending.

* $484 billion in smartphone/tablet sales. This includes consumer spending, but businesses will
certainly account for a healthy share.

e $118 billion on the overall cloud ecosystem, including laaS, Paa$S, and Saas.

* $125 billion on data-related software, hardware, and services as late adopters pick up data
management foundations and early adopters push new forms of analytics.

However, these growth areas are not necessarily replacing traditional components. Consider security as
an example. Migrations to cloud systems and use of mobile devices force companies to invest in new
security measures, such as DLP and IAM. At the same time, there is still a need for legacy measures such
as firewalls and antivirus to remain in place. These areas may even require updates thanks to new
technology models being deployed.

Flat spending in traditional areas, then, is still fairly significant in an industry that generated $3.7 trillion
in global revenue in 2014. Companies will continue to spend in areas like security, networking, and help
desk as they pursue new technology directions and seek greater efficiency and productivity. These
macro revenue trends are the first sign that technology planning has two separate components:
operational and strategic.

Individual company budgets reflect this trend, and they also show that technology is a growing market.
In order to meet both operational and strategic goals, budgets are becoming more distributed. Only 19%
of companies report that the IT function still owns the entire technology budget. In most cases, the
business units have some of their own funds, whether that is merely discretionary (33%), split evenly
with the IT function (20%), the majority of the technology budget (9%), or complete control (19%).

There are obviously differences in budget distribution depending on company size. Small companies (1-
99 employees) are less likely to have formal IT functions, so it’s no surprise to see that this is where

business units are most likely to hold the full technology budget. Among medium-sized companies (100-
499 employees), the most common model is for the business units to have discretionary funds while the
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IT function holds the majority of the budget. Large enterprises (500+ employees) use a variety of
methods, but generally the IT function retains at least half the budget.

While the budgets may be spread across different areas, they all seem healthy. Distributing technology
funds to business units has not adversely affected the budget of the IT function, and in nearly half of
businesses both sets of budgets are growing. The fact that there is negligible difference between IT
respondents and business respondents shows that all groups have good visibility to what is happening
across the organization.

Changes in Technology Budgets

IT Function Increase
IT Function Steady

IT Function Decrease

Business Unit Increase
Business Unit Steady

Business Unit Decrease

B Business Respondents B IT Respondents

CompTIA Source: CompTIA’s Building Digital Organizations study | Base: 375 U.S. IT professionals / 275 U.S. business professionals

Growing budgets do not mean that companies are becoming less cost-conscious, but it is a signal that
investments will be made if the business case is viable. With budgets held by different groups, that
business case will take different forms depending on who is making the decision. Pitches for technology
will often need to go beyond specifications and features to include user experience, innovative
potential, and overall integration across separate functional areas.

The New Business Systems

The role of IT within business is complex, but one way of quickly describing the function is that IT exists
to build and support business systems. In the early days of IT, these systems required highly specialized
skill to build and operate. Only large companies could afford the expensive equipment and the highly
skilled staff, and the systems were very self-contained. As PCs and the Internet entered the business
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world, systems evolved to include a strong backend for centralized computation and storage along with
a connected frontend for the broader workforce to utilize technology.

In the age of cloud and mobility, the workforce is more aware than ever of technology options and more
equipped to apply those options directly. Workers bring in their own mobile devices, and business units
procure their own cloud solutions. The concept of a business system could mean different things to
different people. A sales team may think of a CRM application and the various functions and features
they need for driving new deals. The IT team will consider the CRM application along with the databases
on the back end and all the devices that need to display that application in different settings.

Any application can qualify as a

business system, especially as the . Very Installedin Notin
Business System Satisfied LastYear Place
focus on data grows sharper and
companies expect to gain insights New website/mobile site 40% 56% 12%
from data generated within any HR system 37% 37% 16%
application. There are several systems | Digital content management system (CMS) 32% 38% 18%
that are commonly recognized across Communications/collaboration platform 32% 38% 15%
most organizations, including the Expense system 32% 27% 13%
corporate web presence, E-commerce platform 30% 36% 22%
communications pIatforms, and Enterprise resource planning (ERP) 28% 26% 28%

customer relationship management Customer relationship management (CRM) 22% 26% 24%

(CR M ) Source: CompTIA’s Building Digital Organizations study | Base: 275 U.S. business professionals

Satisfaction with business systems is currently a function of business operations. Those systems with the
lowest satisfaction are the ones with the goal of automating standard business operations and enabling

connections between different functions. Systems like CRM or enterprise resource planning (ERP) hold a
great deal of potential, and new experiences with technology can make it apparent that this potential is

not being met.

This is especially true if these systems are a little long in the tooth. CRM and ERP are the least likely
types of system to be installed over the past year, with small companies still holding off on these
systems even with cloud-based options. The primary activity over the past year has focused on the
portal between a company and the outside world. Websites (including mobile sites), content
management, and e-commerce all work together as businesses try to make an impact in the digital
space and reach new customers.

More and more, digital systems are becoming the battleground for business competition and the tools
for building competitive advantage. By a wide margin, the smallest businesses are the least likely to
have certain systems installed. For complex systems such as ERP (not in place at 49% of small
businesses), there is probably not a pressing need. The gap still exists, though, in systems that are more
critical, such as websites/mobile sites (not in place at 23% of small businesses).

For small and medium-sized businesses to truly become digital organizations and compete with larger
enterprises, they will have to explore a greater degree of technical complexity and automation. Many
SMBs recognize that they can expand their capabilities thanks to cloud computing, but building large
business systems will require a broader, more aggressive approach.

CompTIA’s 5™ Annual Trends in Cloud Computing report found that the top applications that have
moved into the cloud are business productivity suites and email. While these applications could easily be
connected to other pieces of a larger business system, it is more likely that companies in the early stages
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of adoption are using them stand-alone. Businesses still gain benefits from these types of migrations,
but those firms moving into the Transformed IT stage of CompTIA’s cloud adoption progression are
comprehensively changing their architecture to allow for greater connection between applications,
driving towards fully cloud-enabled business systems.

Cloud Adoption Progression

Non-critical Use Full Production Transformed IT

laaS | PaaS | SaaS

Public Clouds

Private |Hybrid

Education Policy/Procedure Workflow change
Proof of concept Integration

Security

Provider switching Customization

Payment models

CompTlA Source: CompTIA

Similarly, only 8% of companies in CompTIA’s 3" Annual Trends in Enterprise Mobility study claimed to
have made significant changes to workflow as a result of mobility adoption. Email is again a top
application for mobile strategies, and that certainly provides employees with new efficiencies in
communication. As applications are rebuilt for cloud systems, workflow will also have to be rebuilt to
ensure that mobile devices can be used to drive a variety of business operations.

Business transformation is a topic that has been in the spotlight as much as cloud computing and
mobility, and there is just as much reason to believe that it is also critical. In order to connect with
customers in a global economy or even provide the products and services needed for today’s market,
companies will need to transform into digital organizations that effectively use technology to drive
forward.

What, then, are the characteristics of a digital organization? How are these business systems built, and
how does IT provide value in the new world order? Building Digital Organizations examines these
questions, taking the lessons learned in the first stage of cloud/mobile adoption and providing insight
for IT departments and solutions providers as a more advanced stage begins.
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The good news is that IT is up for the challenge. As these new trends have taken hold, there has been
some uncertainty about the role that IT will play as delivery models change and business units become
more powerful. With the first wave of cloud migrations and mobile device influx behind them, IT

professionals are more confident in the value they provide and the ability to deliver service in the new
environment.

IT Pros Confident in Ability to
Apply Technology to Business Goals

Extremely
confident

Highly
confident

Extremely/Highly
Confident Responses by
Company Size

* Large firms: 76%
* Medium-sized firms: 88%

e Small firms: 72%
Somewhat

confident

*1% Not very confident/Not at all confident

CompT|A Source: CompTIA’s Building Digital Organizations study | Base: 375 U.S. IT professionals
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Appendix

What exactly is a digital organization? The full report aims to answer that question in depth, but a quick
glance at a sampling of business processes gives some insight into the ways in which a digital
organization is using technology—both old and new—to optimize their workflow and improve efficiency.

The Behavior of Digital Organizations

Business Process BRICLsGHEINS] ] E1)Y Digital Organization
Web presence . Static HTML * Responsive, m.czblle-ophmlzed
site
Communications * Multiple independent * Unified communications
systems platform
Contract routing * Paper-based flow * E-signature application
Infrastructure +  Single model * Hybrid approach
Security e Reliance on strong * Use of new tools (DLP/IAM),
perimeter/antivirus processes, and education
Automation * Most processes stand * Processes connected and
alone automated
CompTlA Source: CompTIA
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Key Points

* The decision process for new business systems is the starting point for the changes that a
business must make to its internal processes. Rather than the IT function being the
command center for technology decisions, the process now focuses more on business
objectives, includes different areas of the organization, and often has a different final
decision maker.

* While there are more voices involved in the decision process, IT is still seen as the primary
driver for technology choices. Seven out of ten companies say that IT still has a primary role
in the decision process, with finance, marketing, sales, and HR playing larger roles.

* As business units contribute more to technology decisions, they are seeking input from a
variety of sources. Along with knowledge or research internal to the line of business,
information comes from business/technology events, peers, and third party firms. Existing
technology partners are a common choice, but new firms with new capabilities are also
sought out.
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A New Way of Making Decisions

As cloud and mobility transform the approach to enterprise technology, the changes go much deeper
than application architecture and infrastructure implementation. Digital organizations have new
business processes thanks to the propensity of business units to drive technology choices and the
responsibility that the IT team must take as a result.

The decision process for new business systems is the starting point for these changes. In the PC/Internet
era, the IT team still held the vast majority of the technical knowledge and skill. Because of this, they
maintained a high degree of control, selecting systems to match their interpretation of business needs
and their knowledge of integration and security.

Today, business units are not only more aware of technology solutions but also more able to procure
those solutions. Developers within business units can obtain virtual machines through laa$S providers
instead of going through a process to secure internal resources. Other workers can select SaaS
applications for their needs, and they can bring in their own mobile devices to access these applications.

Changes in the Technology Decision Process

Technology objectives are more
business focused

Ideas come from different areas of the
organization

More departments are involved in
technology decisions

Final decision on technology is made
outside the IT function

B |T Respondents M Business Respondents

COmrDT|A» Source: CompTIA’s Building Digital Organizations study | Base: 375 U.S. IT professionals / 275 U.S. business professionals

Over the past several years, the concept of business units procuring their own technology has become
known as “rogue IT” or “shadow IT.” In theory, this allows for greater speed and a better fit to business
goals, but it also raises questions around integration and security. As businesses try to get the best of
both worlds, they are making changes to the process for deciding on technology.
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The most common change is in the objective for new technology. IT has always played a support role—
the ultimate objective has always been to support the needs of the business. However, the view on
enterprise technology is changing in the cloud/mobile era. Rather than simply enabling goals that the
business has already chosen, technology is tightly integrated with the goals. In other words, new goals
depend on the proper use of technology as they aggressively move the business into new areas.

There is a notable gap between IT personnel and business personnel in the perception of technology
objectives being more business focused. Business personnel likely see new business goals as technology-
fueled extensions of their previous activity. IT personnel, on the other hand, likely see the business
imperatives in a new light. It’s the difference between “We need email so that we can communicate
with each other” and “We need our email to connect to our CRM so that we can have a tighter process
for communicating customer information.”

CompTIA’s cloud research has consistently shown that medium-sized businesses are in a unique position
for adopting new technology models, and the data on technology objectives continues to affirm this. Six
out of ten medium-sized businesses say that there is more of a business focus with technology decisions,
compared to 52% of large companies and 49% of small firms.

The other major difference in the technology decision process is that there are more voices involved.
This is true as ideas are being generated, discussion is taking place, and the final call is made. For most
companies, IT is still seen as the driver for technology. This is true for IT respondents and business
respondents, and it can be seen whether talking about the position of IT relative to other departments
or the list of departments that play a critical role.

Many Departments Involved in Decisions, but
IT Still in the Driver’s Seat

IT still has
primary role

Departments with
Critical Roles

Level playing
: 80% IT
28% field for all

departments 59% Finance
47% Marketing

45% Sales
45% HR

2%
IT’s role
diminished/no
IT function

CompTlA Source: CompTIA’s Building Digital Organizations study | Base: 375 U.S. IT professionals / 275 U.S. business professionals
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This picture is in flux—in another five years, there may be even greater balance than there is today—but
this is a good sign that the role of IT is still highly valued. Some companies may still have IT in a primary
position simply because of historical momentum, but others are likely realizing that IT’s expertise in
those problem areas of integration and security is critical for ongoing success.

The data around final decisions tells a slightly different story, one that may indicate the shape this
process takes over time. With fewer respondents saying that the final decision comes from a new
source, the data for now simply acts as an indicator, but it appears that final technology decisions are
more frequently being made by the CEO or business owner. This is true even at large enterprises.

Smaller technology investments may not rise to this level of executive approval. As business systems
grow more complex, though, they will require greater investment and affect many different
departments. There will often be trade-offs required between one department and another. As the
decision process evolves, everyone may have a seat at the table, but the final call could be made at the
highest levels.

Business Goals from the Business Units

If the business units are taking a more

active role in technology decisions, New Criteria for New Systems
what does that mean for the decision

process? Obviously, there is the push 54% Improve innovation/build new products
for technology to better drive 51% Reach new customers/markets
business objectives. Since the first 49% Speed up processes and operations
mainframes, the goal of IT has always 40% Improve internal communications

been to enable a business to achieve 40% Lower overall cost

things that would otherwise be 37% Gather new types of data

impossible. New technology models 29% Improve brand image

allow companies to continue chasing
typical pursuits such as cost cutting or increased efficiency, and they also open doors to new products,
new customers, and new data.

To match business goals with technology solutions, business units must have the right level of technical
knowledge. Most business professionals today are far more aware of technology capabilities than their
counterparts from previous decades. Some of this is simply the cumulative effect of IT: as companies
have built a strong foundation and integrated technology into their day-to-day operations, employees
have become accustomed to the typical tools in use within their organization.

However, consumer technology has greatly accelerated technical savvy among business professionals. In
the mainframe era, there was no consumer technology to speak of. In the PC/Internet era, technology
moved into the consumer space, and it mostly trickled down from products created for enterprise use.
The best technology was built for businesses since they were the ones that could afford it, and
eventually it made its way into the consumer market.

One of the hallmarks of the cloud/mobile era is that some of the best technology is being developed for
consumers. Smartphones, tablets, and many cloud services were initially designed to focus on user
experience and convenience, with security taking somewhat of a back seat. The simplicity built in to
these devices and services has driven rapid adoption and quickly raised the technology literacy level.
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Given this newfound literacy, it is no surprise to see that the primary source of technology information
for business units is their own experience or research. With direct knowledge of the problems they are
facing and with the right tools at their fingertips, business professionals are eager to dig a little deeper
to find the best solutions for their needs.

Business Units Gain Technology Perspective
From Many Sources

Information Sources
for Business Units

53% Personal research

51% Internal IT dept
47% Business events
41% Technology events
38% Peers

34% Third party firms

Existing firm New firm  Combination of
old and new
CompT|A Source: CompTIA’s Building Digital Organizations study | Base: 275 U.S. business professionals

Internal IT departments also rate highly as sources of information, giving further proof that the IT team
continues to deliver value. In this case, the IT team is shifting into a role as a consultant. As expected,
small businesses see this happening far less often than medium-sized or large businesses.

The IT channel is not yet playing a major role in educating business units about available technology.
Once again, medium-sized businesses take the lead here, with 41% using third party technology firms for
information (compared to 32% of large businesses and 27% of small businesses). With enough resource
to think seriously about growth and operations but not enough resource to fully bring everything in
house, medium-sized firms are ideal candidates for exploring new forms of partnering.

Following the trend seen in CompTIA’s Enabling SMBs With Technology study, companies are most likely
to seek out information from third party firms that already have an established relationship. For the
business units, though, this relationship may be an unknown. Compared to the general SMB market,
business units across all company sizes show a greater tendency towards new firms, either as the single
source of information or as a complement to an existing partnership.
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There are two takeaways for solution providers. First, be sure that the connection with a company
includes the lines of business along with the IT function. The IT function may still be a major driver in
technology decisions, but the business units are becoming more critical. Second, be sure that services
and skills are up to date. Even if current offerings continue to generate healthy revenue, there is always
the possibility for disruption. The current offerings may remain viable, but they will need to be
positioned in the context of the changing market.
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Key Points

* One of the major challenges in the new technology environment is rogue IT: the selection
and implementation of technology by business units with no IT function involvement.
However, this trend may not be as rampant as some might think: of business units with their
own technology budget, only 41% use that budget to procure technology on their own or
start independent projects with outside firms.

* Part of the issue with rogue IT is the perception of the IT function. Here again, the data
points to a more positive picture than is often portrayed. Over half of the companies
surveyed said that there is a good relationship between the IT function and the business
units. There may be more strategic work that IT could do, but there is a desire on the part of
the business units to be partners.

* Asthe IT function implements the technology decisions that have been made, there are new
considerations for every part of a business system. On the backend, cloud systems provide
new options for application and drive new storage needs. On the frontend, mobile devices
allow for more efficiency but require more development effort. Across the entire
architecture, data and security have become greater cause for concern than the
cloud/mobile pieces.
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Going Rogue

Many challenges crop up as the business model for technology solutions changes, and one of the biggest
challenges in this new dynamic is the incidence of rogue IT. Business units are knowledgeable enough
about technology and enabled enough with their own budgets to procure their own solutions. In some
cases, this procurement may happen because business units have negative feelings about IT. In most
cases, though, they are simply looking for the quickest path to meeting or beating their goals.

There are two major questions when it comes to rogue IT: How much is it happening and what are the
effects? On the first question, CompTIA research has seen indicators for rogue IT rise over the past few
years. The 5™ Annual Trends in Cloud Computing study found that business units handled their own
procurement for cloud applications between 18% and 36% of the time (depending on the application).
This was a slight increase from the previous year’s numbers.

Rogue IT Not the End of the World?

Primary Steps Business Units Effectiveness of Technology
Take With Their Tech Budgets Procured by Business Units

Initiate Procure
projects with technology
internal IT directly

55%
Completely
effective

44%
Somewhat
effective/
neutral

Contract with
outside firm

CompTlA Source: CompTIA’s Building Digital Organizations study | Base: 375 U.S. IT professionals / 275 U.S. business professionals

The data on business unit budgets in the Building Digital Organizations study indicate that rogue IT
continues to grow. Four out of ten companies say that the primary action business units take with their
own budget is an independent one, whether they are procuring their own technology directly or
contracting with an outside firm. While small businesses show a greater tendency for independent
outsourcing (which makes sense without an internal IT function), there is no significant difference in the
likelihood for independent procurement across company size.
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Rogue IT is clearly not rampant, though. As section 2 described, it is still more likely for the IT function to
control at least half of the technology budget. Within business units that hold their own tech funds, the

most common approach is to engage internal IT teams for projects. This matches findings from previous
studies showing that business units typically keep IT involved, even if they are making the final decision.

Keeping IT involved or working with them directly on technology projects are both ways to avoid the
major threats associated with rogue IT: integration and security. For as much technical savvy as they
may have, business units still will not typically be well versed in these two areas. The early view on rogue
IT was that business units might select applications that worked well in a vacuum but caused headaches
in the context of the overall company architecture.

It certainly appears that businesses have learned these lessons, based either on missteps they have
made themselves or on information they have gathered from early adopters. Even in the relatively short
time CompTIA has been examining rogue IT in studies on cloud computing, the complete sidestepping of
IT has gone down, and those companies that have done so have experienced the expected issues with
integration and security.

In this new study, companies overwhelmingly claim that technology procured by business units is
effective. This view is remarkably consistent among IT respondents and business respondents, so the
two sides do not appear to be at war over this issue. Instead, it appears that there is some agreement
being formed on how technology will be driven and which issues must be considered in the process.

The question on the effects of rogue IT has a partial answer. While companies view these solutions as
effective, there is clearly a great deal of work being done to make this happen. Those companies that
are pushing into new territory with line of business technology budgets and democratic decision
processes are finding success, and companies with more traditional structures will soon follow suit. As
they do so, the negative connotations of rogue IT should fall away as teams work together to marry the
speed of business unit procurement with

the safety of IT oversight.

Perception of IT Business Unit Views on IT

The level of agreement from business units to
various statements about the IT function indicates
a generally positive relationship.

Just as rogue IT has some negative
connotations, there are some views
on the behavior of the IT function

that are less than rosy. Many of these 52% “There is a good relationship between
views correspond to the thinking that the IT function and all business units”

rogue IT is done primarily as a 44% “The IT function plays a critical support
workaround of an IT team that is not role in our organization.”

moving quickly enough or finding new

_ 40% “The IT function plays a critical strategic
ways to meet business goals. role in our organization.”

32% “The IT function drives our vision for
technology.”

18% “It can be difficult explaining business
problems to the IT function.”

18% “The IT function has a tendency to slow
things down.”

However, this concept of the IT
function as the “department of no”
does not seem to be the majority
opinion. The idea has appeared in
many industry articles and conference
sessions, but its traction may have
more to do with its weight as a
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rallying cry than its actual presence in the workplace. Every business has some degree of inter-
departmental frustration and differing priorities, but business units tend to view IT as a valuable partner
rather than a hindrance.

While only about half of the business units in the survey agreed with the statement that there is a good
relationship between the IT function and the business units, this was the top response chosen and was
far more popular than the more negative statements. This is likely a case of abstention—it is reasonable
to assume that the 18% agreeing with the negative statements are the segment with negative feelings,
and the gap remaining between that segment and the positive statement are simply in neutral territory.
Having approximately 8 out of 10 businesses with positive or neutral relationships is still a far cry from a
widespread negative viewpoint.

As good as the relationship may be between business units and the IT function, there is room for
improvement. Overall, IT is still seen more in a support or tactical role rather than a strategic role,
though not by a wide margin. This is particularly true in the SMB segment. In fact, more large businesses
view the IT function as strategic (48%) rather than support/tactical (43%).

Medium-sized businesses, on the other hand, are more likely to view the IT function as driving
technology vision. Forty-one percent of medium-sized businesses agree with this viewpoint, compared
to 35% of large businesses and 24% of small businesses. Large businesses may agree less since they
employ a more collaborative approach to technology, but small businesses are in need of someone to
drive an innovative vision.

Actions IT Could Take to Become More Strategic
Become more familiar with business goals
46%
Use data more effectively 58%
59%
Develop metrics to measure collaboration 51%
41%
Educate the organization 30%
CompTIA Source: CompTIA’s Building Digital Organizations study | Base: 156 U.S. business professionals without strategic view of IT
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Each company segment has a different preference for the key action IT could take to become more
strategic. Small businesses that are using IT providers or internal employees simply to maintain
operations are looking for a better understanding of business objectives. Medium-sized businesses that
have grown into more complex processes and architectures are looking for a more effective use of data.
Large businesses that are highly concerned with efficiency are looking for metrics that quantify the
collaboration between the IT function and the business units.

Although education is not at the top of anyone’s list, it is a growing need as technology becomes more
complex and integrated with business operations. CompTIA’s 3" Annual Trends in Enterprise Mobility
study found that the top challenge in adopting mobility was the skill level of general staff. Since much of
the momentum behind mobility initiatives (especially BYOD) is the adoption in the consumer space, this
is surprising at first glance. However, organizations are finding that the requirements for safely using
mobile devices in a corporate setting are new even to users with fairly strong mobile device proficiency.

Education, then, bridges the gap between what users think they know about technology and what they
really need to know. New user interfaces have driven demands for ease of use and abstraction has made
complex functions appear simple, but the expertise IT has built in proper security and smooth
integration is highly valuable and should now be shared across the broader organization.

Building Business Systems With New Pieces

Aside from the issue of forming and maintaining strong relationships with the business units, the IT team
has its own challenges to deal with internally. The construction and support of business systems has
become much more complicated thanks to the wide range of options now available. In addition, certain
aspects of these systems have now taken on an enhanced level of importance thanks to the new cloud
and mobile components being used.

At the highest level, IT architecture consists of a backend (where applications are hosted and databases
crunch numbers) and a frontend (where users interact with the backend and perform day-to-day
operations). Cloud computing and mobile devices have transformed both of these aspects, with cloud
changing how systems are constructed and mobile devices driving new user experiences and workflows.

The top change that cloud computing

is driving within the IT function is the Changes Cloud is Driving in Backend Systems
management of storage as systems
and data are spread across multiple Data storage has changed
environments. Storage was the first

. Expectation for lower costs
cloud offering, and there are now
many cloud solutions such as Less tolerance for downtime
databases or analytics services that
allow companies to build robust New processes for migrating cloud systems
plans beyond simple storage of data.

. X Seek out third party expertise

Backup and disaster recovery is a
good example of a process that has Focus less on backend maintenance
been re-imagined, especially for
companies in the SMB segment that Business units likely to suggest solutions
previously had little in the way of
BC/DR StrategieS. CompTIA Source: CompTIA's Building Digital Organizations study | Base: 375 U.S. IT professional s
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Other changes driven by cloud involve internal expectations. In the early days of adoption, companies
viewed cloud as a path to lower costs. Although many companies are now finding cloud to be cost-
neutral (while delivering other benefits such as speed and new revenue opportunities), the expectation
still lingers, and 61% of IT professionals say that controlling costs is the top challenge in the overall
management of backend architecture. Other expectations for lower downtime or a stronger business
voice in suggesting technical solutions drive new operational behavior and organizational collaboration
for the IT team.

Although only a third of companies say that there is less focus on backend maintenance due to the
cloud, this change may have one of the more dramatic effects on the composition of the IT function as it
becomes more widespread. The notion of shifting the maintenance burden to cloud providers can be
somewhat unnerving for IT professionals currently doing that work, but previous CompTIA research has
found that companies are far more likely to redeploy these skills to something more innovative rather
than reduce the workforce. As maintenance causes less burden, the IT team is free to pursue those
activities that can put them in a more strategic position.

Aside from keeping costs under control, the main challenges with backend systems revolve around the
complexity in managing multiple models. The challenges start at the beginning, with simply selecting the
correct model (cited as a challenge by 47%). Things remain complex as the process moves on and
models are integrated together (43%) and secured (43%). Finally, the entire system must be monitored
(42%).

Moving to the frontend, the challenges follow a similar pattern. About half the companies that
experience difficulties with frontend systems cite cost control as an issue as they need to support a
growing number of devices. This growth also drives complexity, and companies struggle with new
applications needed for mobile devices and ensuring that users are properly equipped to put their new
devices to good use.

Some of these challenges are directly driving change. The IT team feels greater pressure to deliver on
workflow efficiency, and that drives a development effort. Many companies are finding that their

traditional desktop development experience does not perfectly translate to mobile app development,
and many more are finding that they

must start development efforts
where there have been none in the Changes Mobility is Driving in Frontend Systems

past. For other challenges, more
change is needed. Although educated
users are a major problem, less than
one third of companies are adding
workforce training to go along with
mobility efforts.

X

Increased demand for workflow efficiency 42
Greater development effort 41%

Greater focus on user experience 41%

Com panies are less apt to seek out New processes for mobile availablity 39%
third party expertise for mobile
systems. The consumer familiarity
likely causes organizations to believe
that the transition will be smooth.
However, the new work needed in
mobile app development and the gap CompTiA Source: CompTIs uling Dl Organizatios sy | Bse: 375 US.  rofessionts
between user knowledge and

Additional workforce training component 28%

Seek out third party expertise 22%
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training efforts both suggest that third parties will be able to step in where companies need help fully
integrating mobile devices.

There are two components of business systems that are not directly tied to the main components of
cloud and mobility but are indirectly magnified as those components are used. Digital data and
cybersecurity have always been parts of IT operations; they have become serious concerns as data flows
through multiple models and the entire architecture must be made secure. IT professionals actually rate
these two areas of business systems as being more problematic than the primary focus areas of cloud
and mobility.

) o Factors Contributing to Data Challenges
The challenges with data begin with

skills. At large organizations, there is
a learning curve in dealing with
distributed storage or non-relational
databases. At smaller firms, the
learning curve is even steeper as
companies gain skill in more
traditional areas such as data
warehousing and SQL.

Skill level with analytics tools

Tracking data through various systems
Storing large volumes of data
Extracting data from new sources
Knowing which insights to extract

Even with the right knowledge, it can Presenting insights in a concise way

be difficult to know where all the
data is. Whether it is moving through
new systems, coming from different
sources, or living in silos throughout
the organization, the data itself now
must be managed independently of
the application or the location.
Companies that previously relied on a
secure perimeter for all their data

Understanding locations of data

ComgTlA Source: CompTIA's Building Digital Organizations study | Base: 375 U.S. IT professionals

Factors Contributing to Security Challenges

Understanding the new threat landscape

must now examine other methods.

Security, then, becomes the final
piece of the puzzle. New threats have
emerged as a result of cloud and
mobility, and understanding these
threats is a top priority for the IT
team even as traditional threats
continue to be effective.

With the immense value of data and
the myriad of new tools available to

Preparing plans for possible breaches

Integrating new technology for security

Educating the workforce on security issues

Building new processes and policies

Justifying expenditures on security

CompTIA

Source: CompTIA's Building Digital Organizations study | Base: 375 U.S. IT professionals

hackers, one of the biggest changes to a security mindset is preparing for an inevitable breach rather
than putting all the effort into prevention. This makes the workload explode and also requires

significantly different behaviors. CompTIA’s Trends in IT Security report goes into more depth on new
approaches to IT security. It is no simple task, but the challenge now facing IT professionals is to change
security and handle data in the age of cloud and mobility while partnering more with business units.
These professionals have great opportunity to redefine themselves as they tackle this challenge and

provide new value for their organization.
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Key Points

* With a positive view on the role of IT in an organization, business units have certain areas
where they definitely see IT as the primary owner. Security is an operational concern, even
though the approach to security needs to change. Driving new forms of technology is a
tactical concern, and business units want IT to be proactive in offering new applications that
are suited for the enterprise.

* As business systems and organizations change, the role of IT grows to include four priorities:
Infrastructure, Integration, Intelligence, and Innovation. Infrastructure and Integration were
the traditional strongholds of the IT department, and they continue to be of high
importance in the cloud/mobile era.

* Intelligence and Innovation are more strategic paths for the IT function. There are skills

needed here—both technical and business-related—that must be added to an IT function in
some way, whether by training, hiring, or partnering.
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The Once and Future IT

With cloud and mobility ushering in a new era of enterprise technology, the IT function can take on a
new role within a digital organization. As section 1 described, that role has two parts: operational and
strategic. The operational piece is the more traditional piece, where IT is responsible for keeping
business systems up and running. The strategic piece is newer, requiring a new mindset and new
behaviors.

IT is aware that this branching is taking place, and they definitely see it as added responsibility rather
than a transition from one mode to the other. Over the past five years, 53% of IT professionals in the
survey say that the operational workload has stayed the same, and 44% say that it has increased.
Compare that to the strategic workload, where 40% feel there has been no change and 59% say there
has been an increase. The operational work is clearly not going away, though the strategic work is
quickly becoming more important.

The business side of the organization is helping define what this dual role should look like. Even if
business units are not taking over technology decisions en masse, their growing influence in the process
means that their view of the IT function should be given serious consideration.

Division of Responsibilities in Digital Organizations

Understanding technical details behind business systems
47% 31%

Ensuring that workforce has the tools they need
52% 22%

siness insights from corporate data

47% 22%

Creating bu

Keeping data secure and confidential
39% 43%

Meeting business objectives with technology
55% 22%

S

eeking out new forms of technolog
42% 41%

Business Unit Responsibility . Shared Responsibility . IT Responsibility

CompTIA

Source: CompTIA’s Building Digital Organizations study | Base: 275 U.S. Business professionals

First and foremost, business units see IT as a partner. For most areas of technical activity, business units
hold the view that there are shared responsibilities in guaranteeing successful operations. Depending on
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the topic, this varies slightly between small, medium, and large companies, but in general the feeling is
consistent: business units expect to work jointly with IT to solve many technical problems.

There are a couple of exceptions. The
first is security, which falls into the
operational camp. Business units Becoming Better Partners
show a clear preference for IT taking
the lead on security issues. This is
another data point suggesting that
rogue IT will not take over the
enterprise. There is recognition that
security is vital to an organization’s
success and that it must be managed
from a center of expertise.

Business units and the IT function may already
have a good relationship, but that doesn’t mean
there are no ideas for making things better. The
top items that business units would like to see
from the IT team both have to do with speaking
the same language, whether that means that IT
understands the business a little better or that IT
helps the business understand their concerns.

The second exception is more Business units would also like to see IT be more
strategic. As much as business units proactive, looking into suggestions and providing
may be learning about technology on their own innovative insights. The ultimate goal is
their own and bringing ideas to the IT a straightforward service catalog, relying on a
team, they would like the IT team to number of different sources to make applications
drive the technology vision. By available for easy but safe use.

combining their existing knowledge

about enterprise security and 60% Better knowledge of business objectives
integration with new insights about 52% Better communication of IT concerns
the direction of the business, IT is in 50% Accept/explore ideas from business units
the best position to explore potential 45% Proactive technology recommendations
solutions and bring them to the table. 32% Build a catalog of services

This is the type of forward-looking
activity that businesses are starting to
demand from their technical team.

Moving Beyond a Single Focus

Expanding into this new role will require IT departments and solution providers to broaden their focus.
Constellation Research has described this broadening by defining four different personas that modern
ClO’s need to adopt:

* Chief Infrastructure Officer
* Chief Integration Officer
* Chief Intelligence Officer
* Chief Innovation Officer

There is a sort of hierarchy to this description. The role of the modern CIO is based on traditional
activities, such as choosing the right infrastructure and then integrating the pieces to build a
comprehensive architecture. With that in place, the activity becomes more strategic, bringing intelligent
insights from the stores of data and planning innovative ways to move the business forward.

At the simplest level, this description implies a fouru fold increase in responsibility and workload as
the focus shifts from simply Information to Infrastructure/Integration/Intelligence/Innovation. The
real
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increase may be less than that, but it is still significant. The largest organizations demonstrate this
through new positions that work alongside the incumbent CIO, such as Chief Technical Officer (CTO) or
Chief Digital Officer (CDO). Small and medium-sized businesses often do not have the luxury of
expanding the top of the organization, and they must find other ways to pursue these new efforts.

A Balancing of Priorities

% of sample rating areas as #1 or #2 priority

e Infrastructure @

Integration

40% Intelligence
@ Innovation

CompT|A Source: CompTIA’s Building Digital Organizations study | Base: 375 U.S. IT professionals

Responses from IT professionals clearly show that all four of these areas are driving behavior. Five years
ago, infrastructure was the main focus, followed by integration. Both of these fit within the traditional
purview of the IT department. Today, infrastructure has dropped dramatically, with most of the gains
going to innovation. The picture now has much more balance between operations and strategy, though
operations still carries some historical weight.

This is especially true among small businesses, where cloud and mobility now offer paths to vastly
improved infrastructure without huge investments. These firms also see a shift towards more strategic
IT behavior, but the natural first step is to build out architecture and set the stage for the exploration of
new business possibilities.

Each of these areas has its own specific characteristics. Behaviors are changing because of newly
balanced priorities, but they are also changing due to transformations brought on by cloud and mobility.
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Infrastructure

This is the area where cloud and mobility have the most direct impact. On the backend, companies are
reconsidering their hardware requirements as they analyze the economics of the cloud. Forty-seven
percent of companies say that they require specialized hardware to achieve optimal application
performance. This is a somewhat traditional mindset, though it will certainly be true of some
applications, especially at the enterprise level. With that said, cloud options continue to evolve. Bare
metal clouds, where the cloud automation runs on physical machines without a hypervisor level, are an
example of cloud solutions aiming to deliver higher performance.

Another 33% of companies say that they do not require specialized hardware, but they keep some
hardware on premise for security or cost reasons. Again, this will be application dependent, and
companies without strict hardware requirements will have to evaluate their application suite to
understand which model best fits each application.

The remaining companies freely use commodity hardware or have a low level of concern with the
specifications of their backend equipment. Small companies especially exhibit little concern, making
them ideal candidates for cloud-based infrastructure.

On the front-end, the great focus of the past five years has been how to deal with BYOD. With
smartphones and tablets so prevalent in the consumer space, the question posed is often how to
manage the BYOD flood, with the assumption that there is no way to stop it. It appears, though, that
companies are moving in a different direction.

Companies Moving Away from BYOD
as the Primary Device Method

2013 2014 2015

5%

Il ~o svoD

B Partial BYOD Full BYOD

CompTlA Source: CompTIA’s Building Digital Organizations study | Base: 375 U.S. IT professionals
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For the past three years, CompTIA has asked companies to describe their device approach by one of
three buckets: 1) Full BYOD, where the company takes no responsibility for devices; 2) Partial BYOD,
where the company provides some devices but allows some personal devices to access corporate
systems; and 3) No BYOD, where the company provides everything and disallows the connection of
personal devices.

There is a clear move towards a policy of no BYOD. Companies are finding that they can pursue mobility
initiatives just as well by providing mobile devices, and employees are often happy enough to take a
corporate device if it is the same thing they would choose on their own. A small percentage of
companies—mostly small firms—elect to completely avoid device distribution. This can reduce the
overhead required for device support, but it also raises issues for security and productivity. Many firms
are clearly choosing to solve those issues by avoiding BYOD.

Of course, this is simply the stated policy. Ambitious employees will find ways to utilize personal devices
and applications even if they are forbidden, so companies must also consider how to detect such usage
and correct the behavior beyond merely building the preferred policy.

Integration

Those that are familiar with IT projects know that integration represents the lion’s share of the budget,
both in financial costs and implementation time. Those less familiar with IT projects typically
underestimate integration efforts, leading to surprises and scrambling as work gets underway.

As new cloud and mobile solutions
are put in place, there is a learning
curve for integration. Even among IT
professionals, estimates for time
and money are falling short as new
technology is being implemented.
There is not much difference
between cloud or mobility, and
there is not much different between
technology chosen by the business
units and technology chosen by the
IT team. Integration has always

Integration Still Difficult with Cloud/Mobile Adoption
Length of integration longer than expected 45%
Integration costs have exceeded budget 37%
Difficulty integrating mobile devices 29%
Difficulty integrating cloud systems 28%

Difficulty integrating technology selected 27%

been difficult, and cloud and by business unit
mOblllty are ImpaCtmg the level of Difficulty integrating technology selected o
i i by the IT function 25%
effort that is required. v
Another effect of cloud and mobility CompTiA e CompTI uling 1l Oaanztons sy | 81375 U5, T rofessionds

may be that integration is viewed
from a broader perspective. Rather than integration applying to the technical work of putting disparate
systems together, integration is coming to mean the smooth flow of technology, workflow, and
processes to achieve goals. Fifty-seven percent of IT professionals still say that it is important to
understand integration at an architectural level to allow the greatest degree of control, but 32% say that
they prefer to consider integration at the application level for seamless workflow, and 11% say that they
prefer thinking of integration at the business level. Viewing integration at higher levels is more strongly
preferred in the SMB segment, where companies are increasingly focusing their limited resources on
core competencies rather than technical details.
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Intelligence

At first glance, there has only been a small uptick in the prioritization of intelligence among business
professionals. This reflects the fact that business intelligence and data analytics have long been practices
that companies have used to better understand the market and deliver the best products and services.

Under the covers, though, intelligence is changing as the nature of data is changing. The initial hallmark
of Big Data was volume/velocity/variety: huge amounts of unstructured data constantly streaming into
an organization and requiring analysis. Other attributes of data (such as veracity and value) have since
been added to the definition, but the original description is sufficient to show that the format of data
has drastically changed. CompTIA has conducted multiple studies on the topic of Big Data to understand
how organizations are reacting to the new types of data.

These three aspects play into the priorities that businesses have as they revamp their intelligence
efforts. Considering volume, 48% of companies say that they would like to more fully utilize the data
they already have. Many companies are discovering data silos as they audit their internal data for
analysis. Different departments have built their own data stores, and companies need to consolidate
this data and understand the complete set before embarking on more advanced analytics.

The velocity of data is also an issue, as 44% of companies say that they would like to perform data
analytics faster. Often, this will require new tools. For as much focus as Hadoop has gotten as a Big Data
platform, its main weakness is in real time processing. Other tools, such as Storm and Spark, are better
suited for that task. In addition to tools, there is a significant workflow component needed.
Organizations need to define—or re-define—their processes in order to expedite the path from insight
to decision.

Finally, variety is impacting data management and analytics, as 38% of companies say that they want to
utilize new sources of data. Unstructured data that companies already have, such as documents and
images, are certainly part of this equation. Data from social networks has been another major part in
recent years. Looking forward, data collected from connected devices in the Internet of Things will
continue to provide companies with new possibilities—if they are able to act on that data in intelligent
ways.

Innovation

Innovation has become the guideline for companies as they seek to use their technical skills in more
strategic ways. This area has seen the largest increase in priority, and it is the basis for the deeper
IT/business connection that so many companies are pursuing.

Even deciding where to innovate can require a fresh approach. When choosing top priorities, the most
popular objectives are reducing costs (60%) and improving operational efficiency (58%). These are
common goals for a business, but they are also more of a means to an end. When applying technology
to business problems, there is an opportunity to directly address mainline business targets, such as
reaching new customers (44%), managing competitive threats (38%) or pivoting to a new business
model (23%).

To achieve this innovation and truly become a digital organization, companies need to examine the skills
they currently have and make adjustments as needed. Just as the approach to technology now has dual
parts of operations and strategy, the workforce needs a dual set of skills. Both technical skills and
business skills are needed to turn a company’s vision into reality through technology.

Building Digital Organizations: Section 4 8



CompTlA

Wide Variety of Skills Needed for Digital Organizations

Needed at

Technical Skills Company Needed at

Business Skills/Soft Skills Company

Securit 47%
Y . Analytical skills 39%

Cloud architecture 43% .
Innovation/Problem solving 39%

Virtualization 38%

Flexibility 37%

Project management 34%

Database/Information management 37%

Storage/Backup 37%

Teamwork 31%

Big Data tools/analytics 36%
g y - Strong work ethic 30%

Server/Datacenter management 34% -
Customer service 29%

Networks 30%
Networks 30%

PC support 28%
PP . Broad technology knowledge 28%

Mobile device support 27% -
Motivation 26%

Web development 25%

Business understanding 22%

Application development 23%

Verbal/written communication 17%

Telecommunications 20%

COmrJT|A Source: CompTIA’s Building Digital Organizations study | Base: 375 U.S. IT professionals

The exact mix of these skills will differ from organization to organization. Larger firms can create this mix
with separate teams, some reporting to the CIO and some reporting to the CTO/CDO. Smaller firms must
look for individuals that exhibit skills on both sides of the ledger, changing the notion of what it means
to be a technical employee.

Either way, the skills are not limited to the technical team. Business units must also consider which skills
they need to effectively manage their technology approach and team up with the IT function. Adding to
the momentum behind business units and IT becoming effective partners, business units see ways that
IT can support the skill-building that they need, including providing education (70%), the use of IT
liaisons in business units (56%), or consultation on hiring (31%).

Cloud and mobility have done much more than provide fodder for conferences and industry debates.
They have changed the way that enterprise technology is chosen, constructed, and implemented. Digital
organizations are on the rise—companies that will effectively use technology throughout the entire
business to meet their goals. In this change, IT has a tremendous opportunity to establish a valuable
new position for themselves, helping to drive their companies forward in the new era.
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Key Points

e Finding 1: Corporate IT’s power and influence over business is growing (not waning), but
multiple business leaders now have a voice in IT’s direction. Business unit leaders certainly
have more say in IT decisions. But as cloud, mobile, big data and social waves grow larger,
central IT will emerge as a service broker to in-house and third-party IT offerings.

e Finding 2: IT’s transformation into an internal service provider is in its infancy and will require
several more years to complete. Business executives and employees want self-service applications,
but that requires several stages of IT investment.

e Finding 3: The shift from CapEx to OpEx will gradually even out. Technology and business
leaders are discovering that cloud computing isn’t about cost savings. Instead, the conversation
is about speed to market and automated maintenance—with lingering concerns over IT
management.

e Finding 4: The security conversation is extending from device protection to total data
protection. While overall device and infrastructure protection remains important, business and
IT leaders are increasingly worried about data protection and customer privacy issues.

e Finding 5: Mobile conversations are extending to the Internet of Things. Business and IT
leaders are exploring if or how new IP-connected devices can be monetized, while also exploring
the potential cost and management challenges.

e Finding 6: Big Data is on the radar, but data-driven decisions are limited by information silos, a
flood of new data sources, and business executive confusion over potential big data

opportunities.

e Finding 7: As innovation cycles get shorter and shorter, IT and business must get more and
more closely aligned.
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Deeper Findings: The New Balancing Act

Here, we explore qualitative interviews with end user executives (CEOs, Chief Marketing Officers, ClOs,
etc.) within midmarket companies. Our interviews explored (1) the decision-making process for
technology and business systems, (2) the perception of the IT function by business units; and (3) the
operation of the IT function as systems are built.

Finding 1: Corporate IT’s power and influence over business is growing (not
waning), but multiple business leaders now have a voice in IT’s direction.

Business unit leaders—chief marketing officers, chief revenue officers, etc.—certainly have more say in IT
decisions these days. But as cloud, mobile, big data, and social waves grow larger, corporate IT is gradually
transforming into a central service broker to users and customers.

1a: CIOs remain a central, trusted cog for driving business innovation.

From the infrastructure level to the application level, CIOs are still weaving together platform
architectures and applications to move the business forward.

“For true midmarket companies like ours, it’s still our CIO calling the shots. Our CIO is more
involved now at so many levels because IT has become so strategic now—especially as IT as a
service emerges. If it’s an application discussion of course you’ll have business unit leaders
involved. But what our CIO is really creating is a shared services infrastructure—for our
employees and customers to consume. At the end of the day, only he can really define what
that infrastructure layer and application layer will need.” CEO, Technology Company (Platform
Provider)

“Our CIO has a good seat at the executive table, and we’re finally looked as partners with the
business to enable our future. Much of that is the result of a journey we are on. We’ve
consolidated our data centers and virtualized everything. Over the next few years, we’'ll be
rolling out automation and self-service capabilities to our users.” VP of Operations, Power
Utility (Electric).

“On the one hand, we’re an IT department within local government. But on the other, you can
think of us as an IT service provider to our ‘customers’—the school system, the community
college, the library system. And all those ‘customers’ have a strong say in the applications we
choose and manage for them.” CTO, County Government.

1b: Business leaders have growing influence over IT’s direction—without necessarily dictating the
overall IT strategy.

Cloud, mobile and social platforms have empowered business leaders—and inspired them to bring new
ideas to their ClIOs, without necessarily dictating if or how the new concepts should be implemented.

“We still have a centralized IT budget. Every piece of IT is in it—all the pieces are there. But we
break it out by line item for the businesses. Some of the solutions--like infrastructure—clearly
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touch every user. But others, like customer-facing applications are budgeted more for the sales
and marketing departments.” CEO, Power Utility (Gas).

“In some companies, | hear about the marketing or sales department going off and doing a lot
[of IT] on their own. With cloud services they can just go off and sign up with a credit card. But
then the CIO has to come along and clean up the mess—after the fact. That’s not our approach.
We're lucky to be a trusted advisor to all the departments.” CIO, Manufacturing.

“Depending on the project need, we’ll see money allocated either to centralized ITorto a
specific department—like if the HR department needs a new talent management application. In
that case the money is allocated for HR—but only IT can spend it for them. We're still involved
in every IT decision—the selection of applications and so on, and then how the money actually
gets spent.” CIO, City Government.

1c: In some organizations, corporate IT decisions are increasingly made via ad-hoc committees
involving multiple business units.

While ClOs typically make the final call, peer CXOs and business unit leaders have a strong say in how IT
systems are aligned to meet corporate goals. Those CXO and business unit voices have even more say if
an IT project involves applications (rather than underlying infrastructure).

“Each time we embark on a new IT project we form a committee with key stakeholders. Our
director of IT—essentially our CIO—is on every committee because IT is now strategic to every
part of our company. And you’ll find our CFO on every IT committee because of the dollars and
cents involved. But once we get to the application level, that’s where you begin to see specific
business leaders on a committee. We had a committee for our cloud strategy that pulled in our
VP of Mass Markets because the applications were customer-facing.” CEO, Power Utility (Gas).

“Our innovation effort includes three teams of business and IT leaders: (1) one to generate
ideas; (2) folks who are tasked with finding the right resources internally to address the ideas
and opportunities; and (3) a so-called innovation garage to build the prototype solutions. Five
people from IT work in the innovation garage. They rotate in and out on 12- to 18-month
schedules. When they rotate back into their specific departments, they have greater skills
focused on innovation rather than maintenance.” ClO, Insurance Company.

“We have a Strategic IT Workplan that looks out over a seven-year horizon. The real point
behind a plan is to get work done. Every year, we adjust IT’s priorities for the next 18 to 24
months. It’s basically a list of all the things each department director—in the business world,
that would be each business leader—wants to do. Then we create the plan with the directors
and the queue of work. Directors get to make the final call on which IT needs are at the top of
their specific priority lists. We do ‘course corrections’ every two weeks. It’s like applying the
agile software development approach to your overall IT plan.” ClO, City Government.

1d: Chief marketing officers have an incredibly strong say in customer-facing application selection, but
it’s not always the final say in application choices.

As all businesses increasingly shift to digital models, chief marketing officers are striving to find, engage,
delight and monetize customers. That process requires new data management tools and customer-
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facing applications. In some rare cases, CMOs now control their own IT budgets with complete
autonomy. But for the most part, a CMOQ’s digital decisions require continued collaboration with central
IT—as well as final sign-off from a CIO.

“IT still holds and manages the technology budget here. And | think that’s the approach in the
majority of midmarket shops. Shadow IT [the rise of cloud applications that were not approved
by central IT] taught midmarket companies some important lessons about security, privacy and
runaway costs. | do hear about marketing leaders or sales leaders holding some IT budget in
some companies but we haven’t gone that route. | suspect maybe 10 percent to maybe 20
percent of midmarket companies have shifted their IT budgets outside of the IT department. But
it’s early in that trend. ” ClO, Manufacturing.

Within our own company and across the midmarket, I've never been in a meeting where a Chief
Marketing Officer was making all of the decisions on IT—not even if it involves a specific
application for marketing. Yes, the CMO has growing say in customer-facing applications. And
that makes sense in the digital age. But even there, you still have to really focus on security,
access, privacy and compliance issues. To ignore your experts on those topics—your CIO, your
CTO or our compliance officer—would be foolish.” CEO, Technology Company.

“The basic infrastructure responsibilities remain with our CIO reporting into our CFO. But | see a
pretty dramatic shift where the CMO is accountable for customer-facing experiences. | have my
own six-person team focused on this—a visual designer, two front-end developers, two back-
end developers and me. | can’t take a number and wait in line for project engineering or IT to
get back to me. | needed autonomy when it comes to my own IT budget and my application
development decisions. And | have that autonomy. My IT budget is a line item in my overall
marketing budget—and | control it.” Chief Marketing Officer, Technology Company.

Finding 2: The transformation of IT into an internal service provider is in its
infancy and will require several more years to complete.

Midmarket CIOs are increasingly committed to deploying self-service systems for their employees and
customers.

2a: The first step to self-service typically includes converged data centers that are virtualized.

Next, CIOs are seeking to roll out automation and self-service tools that allow employees to select and
activate applications on-demand.

“In some ways this is all about the hybrid cloud trend. It’s not only about using some public
cloud resources while virtualizing your own data centers. On-premises, you also need dynamic
provisioning of servers and applications. We’ll do that this year for our developers and longer-
term we’ll offer application-level dynamic provisioning to our employees.” VP of Operations,
Power Utility (Electric).

“Our big focus the past few years was completing a $100 million federally backed fiber network.

Now that we have that infrastructure in place, we can really focus on how we’ll deliver more
self-service applications to our users and citizens.” CTO, County Government.
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“The first step toward IT becoming a service provider involved converging the infrastructure—
servers, storage and networking in one system that gets virtualized. Then, we focused on
orchestration and automation—and providing a service catalog for employees to pick and
choose the IT services they want to activate. The big challenge? Most midmarket companies
don’t have the time to maintain their own service catalog.” CEO, Technology Company.

2b: Continual enhancements through business and IT alignment are taking hold, but it’s not quite a
“DevOps” mindset just yet.

Constant communication between IT leaders and business leaders is starting to trigger faster decisions
and more innovation. But true DevOps (formalized communications, collaboration and automation) for
new software deployments hasn’t really taken hold yet in the midmarket.

“When it comes to innovation, some of the new approaches come from us in IT but some come
from the business. A lot of it comes down to collaboration. A business unit may have a germ of
an idea and then ask us what IT solutions will enable or enhance a concept.” CIO,
Manufacturing.

“Take something like IT infrastructure and the innovations around that. Our sales folks want to
make sure any new infrastructure has great support for remote access. Our supply chain and risk
management people want to make sure that infrastructure is reliable and robust. They all have a
voice in the process of shaping the infrastructure needs. But our director of IT—essentially our
ClO—has to deliver on those specifications.” CEO, Power Utility (Gas).

Finding 3: The shift from CapEx to OpEx will gradually even out. (Translation:
Technology and business leaders are discovering that cloud computing isn’t
about cost savings.)

During the early days of cloud computing, some business and technology leaders expected to experience
cost savings. The idea was to shift some IT budget from “expensive” CapEx (lump sum) hardware and
software to “less expensive” OpEx (pay-over-time) cloud services. But midmarket businesses now say
cloud computing is rarely about cost savings. Instead, it’s about flexibility and speed to market.
Moreover, it’s about a hybrid world where on-premises workloads can be extended to the public cloud
when it makes business and financial sense.

3a: When analyzing the cloud’s perceived value, the speed to market conversation must also include
automated maintenance and management tools.

Customers know they can turn public cloud services on and off very rapidly. But they’re also starting to
value the fact that cloud providers maintain specific pieces of the IT stack (laaS, PaaS and/or SaaS).

“When we really price out cloud computing, we discovered it’s ultimately the same cost or more
expensive than traditional IT purchases. But that doesn’t mean cloud computing is somehow
bad. It's really about shifting the responsibility of delivery and maintenance to the cloud
provider. Those are high-value outcomes if your IT staff doesn’t have the time or expertise to
focus on a specific application or service.” ClO, Manufacturing Company.
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“After Hurricane Sandy hit us in New York, we really had to ask ourselves: How can users get to
the data we’re restoring? Virtual desktop infrastructure tied to cloud computing became the
solution. This was all about time-to-recovery: Getting everybody back online as quickly as
possible even if local offices or towns were dark. If you could at least get a powered laptop to a
WiFi connection, you could get to our cloud. We gained a lot of respect from our business
leaders when we made that happen.” Director of Operations, Healthcare Provider.

3b: Hidden cloud costs remain a concern across business and IT.

Basic per-user or compute cloud costs are well understood. But midmarket companies are worried
about hidden or overlooked costs tied to managing hybrid clouds or bursting heavy on-premises
workloads out to the public cloud.

“The ‘debate’ about extending from on-premises to the cloud has largely gone away in our
company. We see the value of the cloud. Now it’s all about finding the best value—the
commodity hardware with the right software above that. For the most part we really like that
OpEx model but we focus heavily on metering to really watch prices—especially when business
units burst more cycles into the cloud. That can be a hidden gotcha.” Executive VP, Business
Consulting (Supply Chain Mgmt.)

“Most of current IT infrastructure is on-premises and leased and the renewal is 2019—so we
have a time-sensitive cloud mandate. CRM, HR and some other applications are out in the cloud
for us and we’ll adopt even more—but mostly in a hybrid way. My big concern involves the cost
of managing hybrid services. Plus, the tools for managing a hybrid environment are in their
infancy. | worry about whether I’'m making the move too early—but we have that lease renewal
concern bearing down on us.” VP of Operations, Transportation.

Finding 4: The security conversation is extending from device protection to total
data protection.

While overall device and infrastructure protection remains important, business and IT leaders are
increasingly worried about data protection and privacy issues. Much of the concern stems from high-
profile cyberattacks and data breaches across such verticals as retail, healthcare, and financial services.

4a. Business leaders want security and compliance status reports.
Even so, that doesn’t mean business leaders want to “own” the security conversation.

“Each IT project now involves a deep level of discovery around compliance, security, and
privacy. Business leaders want a general overview on security but they generally don’t want all
the deep details. So you come back to the business leaders with some broad strokes about the
security of a particular platform or service. A multi-tenant, public cloud solution may look really
tempting. But then our internal risk department may spot an area of concern or weakness, raise
it with business leaders, and they’ll instead opt for a single tenant private cloud model.”
Executive VP, Consulting Firm.
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“Once you’ve stepped from a small business mindset into the midmarket, you’ve shifted your IT
security stance into a far more comprehensive approach. The CFO or CEO has pointed to a
specific individual or department and said: “You’re responsible for protecting our assets—our
people, our customer data and our IT systems.” CEO, Technology Company.

4b. Security is becoming an industry-wide conversation without corporate borders.

Proper data protection now requires coordinated initiatives across multiple industries and government
organizations.

“Cybersecurity is certainly front-of-mind. Even companies with nine-digit security budgets [i.e.,
$100 million or more] are getting breached. | see a market shift toward more automation—
where some standardized tools at least block threats from the base level. Next, | expect to see
far more cross-industry coordination between the FBI, the security industry, government
agencies and vertical markets.” ClO, City Government.

Finding 5: Mobile conversations are extending to the Internet of Things.

The current mobile conversation—across business and IT—increasingly involves the Internet of Things
(loT). Specifically, business and IT leaders are exploring if or how new IP-connected devices can be
monetized. That exploratory research also seeks to pinpoint hidden costs and management challenges.

5a: BYOD and Mobile Device Management (MDM) debates have largely subsided.

The older BYOD and mobile device management (MDM) conversations still occur. But those challenges
are increasingly addressed by (1) formalized business policies/processes and (2) standardized MDM
device management tools.

“MDM was a hot-button but it has moved beyond that with enterprise mobility management
and overall app development. We'll be taking a look at really well thought-out mobile apps that
aren’t just scaled down desktop apps. The app development paradigm will likely need to change
as the Internet of Things takes off. Instead of phones, tablets and notebooks, the conversation
will shift to sensors and machine-to-machine computing.” ClO, Manufacturing.

5b: The Internet of Things offers immediate business opportunities.

While cloud and mobile (smartphone, tablet) computing took several years to emerge, the Internet of
Things wave appears to be building even more quickly.

“Our IT team is already involved in a lot of connected vehicle projects for law enforcement and
school district buses, so for us the Internet of Things is already real. For our business leaders, it
opens up a whole new range of privacy, security, management and monetization questions and
answers.” CEO, Technology Industry.

“The next step for IT, from my perspective, is when the Internet of Things takes off. By the way,

the car is a ‘thing,” and it's a pretty big and important ‘thing’ for us. Consumers of that data,
whether they're insurance companies or others, are going to need some standards to emerge.
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We have no desire to only have insight into cars that happen to have the Apple operating
system, or cars that run the Microsoft operating system. Instead, we want to insure everybody.
So we're going to have to work through that.” ClO, Insurance Company.

Finding 6: Big Data is on the radar, but data-driven business decisions are
limited by information silos and a flood of new data sources.

Midmarket companies are exploring predictive analytics to optimize current product offerings or to spot
new market opportunities. Sales leaders and chief marketing officers (CMOs) are particularly attuned to
big data—seeking new ways to monetize unstructured and structured information.

6a: IT and business leaders together must address new data silo concerns.

Data-driven decisions are difficult to make because so much information is scattered across relational
databases, email, CRM systems, social media and more.

“Increasingly the big data conversation is shifting to information integration. How do | get all of
our existing technology silos integrated? And how do new silos like social media factor into that
effort? Things get even more complex when you consider how much new data is being created

by mobile users. As a technology marketer, | need my CIO to solve the data silo problem.” VP of
Marketing, Technology Company (Software).

“We’re now in a world where employees want to make real-time decisions based on real-time
information. Some of that information is going to be structured data from something like a CRM
system. But much of it also might be unstructured data or maybe even batched data out in
Hadoop. Data scientists may want to analyze all that data right now. But only our CIO can
ultimately link it all together—through the right infrastructure—to make that happen.” CEO,
Technology Company (Storage).

“Our customer support is already data-driven in nature. Our call center technology leans heavily
on our phone systems, reporting, and analytics. But we’re certainly trying to figure out how to
work social media customer conversations into our support strategy and data strategy.” CEO,
Power Utility (Gas).

6b: Despite potential hurdles, midmarket organizations are testing new approaches to data
management and analysis.

Often, the moves involve business intelligence and analytics software.

“We felt it was important to get to the game early by creating teams of high-end analytics on
the business side and some of our better data architects and data people on the IT side—even
before the tool sets were all there. It didn't matter because we had coders and analysts and the
raw technology, and we could start to understand some of the promise of that technology so we
wouldn't be caught behind.” ClO, Insurance Company.
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“We are deploying business intelligence as the first part of our journey toward analytics and
then predictive analytics and big data. We’re starting that journey. We picked the tool, and |
needed a lot of people at that table to do that. The business folks gave us the problem they
were trying to solve. Then IT does the visioning—the scoping of the solution, whether it’s in-
house or found out in the market. The longer-term journey is toward big data and social
management—bringing a Facebook-like mentality into our company. And that’s driven by a
marketing-led culture.” VP of Operations, Transportation.

6c: Some organizations are thinking about big data without necessarily understanding the overall
business opportunity.

“There’s lot of opportunity for big data in government. Richer data sets and data sources will
drive more use cases. But when we talk to departments, there’s not much interest so far
because they don’t quite understand the opportunities yet.” ClO, City Government.

Finding 7: As innovation cycles get shorter and shorter, IT and business must
become more and more closely aligned.

Somewhat similar to public cloud service providers, midmarket businesses are building private clouds
that deliver infrastructure and applications on-demand to employees and customers. The resulting
hybrid cloud world will further accelerate innovation cycles—allowing businesses to enter new markets
more rapidly.

Finding 7a: The lines between business and IT management will further blur.

To properly manage innovation cycles and corporate pivots, the line between business operations and IT
must further blur—and may even disappear in some cases.

“The alignment of business and IT is all about striking the right balance. | think it’s a good
balance in our company. It has evolved over time because both sides have gotten wiser. The
business has an appreciation for what we’re doing, and we have an appreciation for their needs.
In a lot of companies, it’s difficult for CIOs to show the value of IT. They are so focused on
keeping the lights on, which means IT is a cost-reduction story rather than an innovation story.
Once you commit to innovation cycles between business and IT, the innovation can happen
even faster.” CIO, Manufacturing Company.

“Today’s midsize organization needs a ClIO who can hit the brakes on certain items AND be the
enabler on others. The big IT push will increasingly involve all employees in all departments to
grow, and linking the larger vision of an organization back to IT. When you’re growing as a
person you’re more inclined to think like an innovator. IT has to help spark that.” ClO, City
Government.

7b: Improved communications between IT and business leaders have allowed the IT team to more
easily demonstrate its value.
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In some cases, business and IT leaders work together to address immediate business threats. In other
times, the cooperation involves proactive innovation. Either way, the interaction creates stronger bonds
between IT and business leadership.

“Hurricane Sandy taught us to ask this question: What is the business impact if IT fails? Based on
that question and Hurricane Sandy itself, our business leaders realized they needed to be far
more involved in IT strategy—because the business leaders were on the hook if the business
went dark. But IT constantly pulled through and we never went dark. That success has caused
more and more interaction between our IT functions and business organization leaders.”
Director of Operations, Healthcare Provider.

“A few years ago, our business leaders looked at IT as a red-tape department that had a lot of
processes that meant we weren’t dynamic and agile. By 2014 our IT team really began to pivot
for the digital age and the cloud age. They’re increasingly brokers of services rather than IT
support. VP of Operations, Power Utility (Electricity).

“The IT strategy is really indistinguishable—at about 90 percent—from the business strategy.
My entire time that I've been here, we've focused on the fact that we have a product that is
technology-enabled. Sometimes folks say, "We're really a technology company that sells
insurance." | think that kind of gets it backwards. The truth is we can't sell our service without
technology.” ClO, Insurance Company.

Conclusions and Trends

Midmarket CIOs and their business-centric counterparts are building closer and closer working
relationships. Their mutual goal: To transform corporate IT into a technology services broker (i.e.,
service provider) for all business users and customers. The idea is to allow users and customers to
procure and activate a range of applications from a well-defined service catalog. Still, the journey to self-
service applications across hybrid clouds will take many years to complete.

In some cases, specific business leaders—particularly Chief Marketing Officers and Chief Revenue
Officers—have growing influence over public- or customer-facing application choices. Moreover, some
IT budgets are now distributed across specific departments—particularly sales and marketing. But
business executives typically don’t want the security, privacy, and compliance headaches that CIOs must
address on a daily basis. For those reasons and others, ClIOs often have final veto power over specific IT
spending decisions.

While business executives aren’t all that concerned about infrastructure decisions, they do want a
growing say in application and data decisions. For the most part, CIOs still oversee how data is managed
and protected. But business executives are influencing how data is gathered, analyzed, and monetized.
Together, CIOs and business leaders must therefore focus on overall big data strategies.

Many of those big data strategies involve gradual steps forward. For instance, business executives may
increasingly leverage analytics or business intelligence to spot data trends that previously went
unnoticed. At the same time, business and technology leaders are already discussing how big data and
the Internet of Things (IoT) can potentially combine to unlock new business opportunities.
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Longer term, ClOs and business leaders will carefully coordinate how data is integrated and normalized
across applications—CRM, ERP, finance, email, social media, loT sensor networks, and more.

While technology and business leaders rarely used the term DevOps during our interviews, it’s clear that
midmarket companies are on a journey toward DevOps without necessarily realizing it. Indeed, DevOps
stresses communication, collaboration, integration and automation between developers, IT operations
and business leaders. That DevOps mindset must take hold in order for midmarket companies to deliver
continuous innovation more and more rapidly.

Guidance for IT and Business Leaders

The journey that transforms corporate IT into a true service provider for all business units and
customers will be a lengthy one. It started with data center consolidation and virtualization across
servers, storage, and networking. It will continue with automation and self-service software.

Over time, hybrid cloud users and will be able to select the applications they want—when they want
them—from a corporate service catalog, much in the way that public clouds work today.

ClOs and IT leaders must increasingly accept the fact that business leaders want just-in-time application
delivery that drives new revenue and customer opportunities. On the flip side, business leaders must
accept the reality that the corporate IT department must fully vet new applications for security,
compliance, privacy, scalability, and cost issues.

Moreover, corporate IT and business leaders must partner on an overall information management
strategy—outlining how big data information is:

Gathered
Managed
Secured
Analyzed
Monetized

v wN e

As part of that information strategy, business and IT leaders must knock down corporate silos (CRM,
email, ERP, social media, etc.) to gain a complete, accurate view of customers and partners. The
information management strategy must be extensible to address the next waves of IT—including sensor
networks, the Internet of Things, and the gathering of data from a new generation of devices.

The bottom line: Although business leaders increasingly weigh in on IT’s direction, CIOs maintain a

strategic seat at the executive table—acting as the voice of reason who must carefully balance IT
innovation vs. corporate risk.

Building Digital Organizations: Section 5 12



CompTlA

Appendix: Characteristics of Study Participants

The participants chosen for this study worked in midmarket organizations (defined as having

approximately 100 to 500 employees). Interviewees represent a variety of vertical markets. All
participants are executive-level decision makers across the C-suite, or VPs who have C-level
responsibilities.

Job Title Vertical Market Segment Employees
1 CEO Power Utility Natural Gas 180
p) Chief Marketing Officer Technology Software 240+
3 Chief Technology Officer Government County Gov't 500+
4 ClO Insurance Home, Auto, Life 450
5 Clo Manufacturing Woodworking 500
6 Clo Government City Gov't 500
7 VP of Operations Transportation Logistics 130
8 CEO Technology Platform Provider 500+
9 Director of Operations Insurance Healthcare 450
0B Executive VP Consulting Supply Chain Mgmt 100
i8S VP of Operations Power Utility Electricity 475
iWA VP of Marketing (C-suite) Technology Software 500
SR CEO Technology Storage 200

Key: + indicates that company was in rapid hiring mode for 2015.
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