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While*7* in* 10*Canada*organiza8ons*experienced*at*
least*one*security*incident,*slightly*over*half*had*one*
or*more*serious*breaches.*Human*error*is*becoming*
more* of* a* factor* in* security* breaches* for* most*
companies,* especially* for* those* in* Maturing*
Economies* (64%* net* overall* significantly* more* +*
moderately*more).* In*Canada,* it* is*more*of*a*factor*
now* vs.* two* years* ago* for* half* (50%* net* human*
error*more*of*a*factor).*
*
On*the*brighter*side,*roughly*9*in*10*firms*use*some*
type* of* security* training* to* assess* or* improve*
security* knowledge*among*employees* such*as*new*
employee* orienta8on,* ongoing* security* training*
programs,* random* security* audits,* online* courses,*
etc.* (92%* overall* and* 93%* in* Canada).* And* most*
managers* believe* it* is* important* to* test* aier* IT*
security* training* to* confirm* knowledge* gains* (95%*
net* very* important* +* somewhat* important* in*
Canada).* Moreover,* employers* in* Maturing*
Economies*especially*find*IT*security*cer8fica8ons*to*
be* very* valuable* (49%)* compared* to* those* in*
Mature*Economies*(25%).*More*than*threeZquarters*
of* Canada* managers* indicate* that* IT* security*
cer8fica8ons* are* very* valuable* (31%)* or* valuable*
(47%)* in* terms* of* valida8ng* securityZrelated*
knowledge/skills*or*evalua8ng*job*candidates.*
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Human*error* Technology*error*

1.! General*carelessness*

2.! End*user*failure*to*follow*policies*and*procedures*

3.! Lack*of*exper8se*with*networks,*servers*and*other*
infrastructure*

4.! Lack*of*exper8se*with*websites*and*applica8ons*

5.! IT*staff*failure*to*follow*policies*and*procedures*

6.! Failure*to*get*up*to*speed*on*new*threats*

,*)$2*6+/02$*1$76(-.$/450+20/6+',4$0++*+$
Among*Canada*businesses*

":#$
%*of*/@<@L@*firms*
repor8ng*a*mobile*
related*security*

incident.*Top*issues:*
lost*device,*mobile*
phishing*alacks,*and*
data*policy*viola8on.*
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While* 4* in* 10* Japan* organiza8ons* experienced* at*
least*one* security* incident,* slightly*over* a*fiih*had*
one* or* more* serious* breaches.* Human* error* is*
becoming*more*of*a* factor* in* security*breaches* for*
most* companies,* especially* for* those* in* Maturing*
Economies* (64%* net* overall* significantly* more* +*
moderately*more).* In* Japan,* it* is* more* of* a* factor*
now*vs.*two*years*ago*for*more*than*half* (59%*net*
human*error*more*of*a*factor).*
*
On*the*brighter*side,*roughly*9*in*10*firms*use*some*
type* of* security* training* to* assess* or* improve*
security* knowledge*among*employees* such*as*new*
employee* orienta8on,* ongoing* security* training*
programs,* random* security* audits,* online* courses,*
etc.* (92%* overall* and* 86%* in* Japan).* And* most*
managers* believe* it* is* important* to* test* aier* IT*
security* training* to* confirm* knowledge* gains* (94%*
net*very*important*+*somewhat*important*in*Japan).*
Moreover,* employers* in* Maturing* Economies*
especially* find* IT* security* cer8fica8ons* to* be* very*
valuable* (49%)* compared* to* those* in* Mature*
Economies*(25%).*Nearly*two[thirds*of*managers* in*
Japan*indicate*that*IT*security*cer8fica8ons*are*very*
valuable* (13%)* or* valuable* (47%)* in* terms* of*
valida8ng* security[related* knowledge/skills* or*
evalua8ng*job*candidates.*
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Human*error* Technology*error*

1.! General*carelessness*

2.! Failure*to*get*up*to*speed*on*new*threats*

3.! Inten8onal*disabling*of*security*features**

4.! Inadequate*resources/lack*of*8me*to*manage*
threats*

5.! Lack*of*exper8se*with*networks,*servers*and*other*
infrastructure*

6.! End*user*failure*to*follow*policies*and*procedures*

+)($1)5*./1$)0$65',-$.34/*1/.5*&+3$/**)*$
Among*Japan*businesses*

%"#$
%*of*7@J@<*businesses*
repor8ng*a*mobile*
related*security*

incident.*Top*issues:*
lost*device,*data*

policy*viola8on,*and*
mobile*phishing*

amacks.**
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Expected*priority*in*2*years*from*today*

INTERNATIONAL*TRENDS*IN*CYBERSECURITY**
Summary*for*South*Africa*

April*2016*

The* importance* of* informa8on* technology* (IT)*
security*con8nues*to*grow.*About*8*in*10*managers*
responsible* for* security*at* their*firms*across* the*12*
countries*covered*in*CompTIA’s!"#$%&#'()#'*!+&%#,-!
.#! /01%&-%23&.$0*expect*security* to*become*an*even*
higher*priority*over* the*next* two*years* (79%*net*of*
moderately* higher* +* significantly* higher).*
An8cipated* priority* two* years* from* now* is*
significantly* higher* among* firms* in* Maturing*
Economies* (86%* net* higher)* vs.* those* in* Mature*
Economies* (68%* net* higher).* Slightly* over* 9* in* 10*
businesses*in*South*Africa*expect*IT*security*to*grow*
in*importance*(93%*net*higher).*
*
Due*to*the*evolving*nature*of* IT,*the*great*majority*
of* organiza8ons* have* had* to* respond* by* changing*
the* way* their* company* approaches* security.* In*
South*Africa,*similar*to*many*of*the*other*countries,*
the* greatest* factor* has* been* the* change* in* IT*
opera8ons,*especially*as*firms*move*to*the*cloud*or*
implement*new*mobility*strategies.**
*
Another* significant* driver* of* change* in* security*
approach* is* reports* of* security* breaches* at* other*
firms.* Furthermore,* across* all* the* companies*
surveyed,* nearly* three^quarters* report* having* at*
least* one* security* breach/incident** in* the* past* 12*
months*(73%).**
*
*
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IMPORTANCE+OF+CYBERSECURITY+EXECUTIVE+SUMMARY+
Expected*priority*in*2*years*from*today*

INTERNATIONAL*TRENDS*IN*CYBERSECURITY**
Summary*for*the*United*Arab*Emirates*

April*2016*

The* importance* of* informa8on* technology* (IT)*
security*con8nues*to*grow.*About*8*in*10*managers*
responsible* for* security*at* their*firms*across* the*12*
countries*covered*in*CompTIA’s!"#$%&#'()#'*!+&%#,-!
.#! /01%&-%23&.$0*expect*security* to*become*an*even*
higher*priority*over* the*next* two*years* (79%*net*of*
moderately* higher* +* significantly* higher).*
An8cipated* priority* two* years* from* now* is*
significantly* higher* among* firms* in* Maturing*
Economies* (86%* net* higher)* vs.* those* in* Mature*
Economies* (68%* net* higher).* Nearly* 8* in* 10*
businesses*in*the*United*Arab*Emirates*(UAE)*expect*
IT*security*to*grow*in*importance*(79%*net*higher).*
*
Due*to*the*evolving*nature*of* IT,*the*great*majority*
of* organiza8ons* have* had* to* respond* by* changing*
the*way*their*company*approaches*security.*In*most*
of* the* countries* surveyed,* one* of* the* greatest*
factors* has* been* the* change* in* IT* opera8ons,*
especially*as*firms*move*to*the*cloud*or* implement*
new*mobility*strategies.**
*
Another* significant* driver* of* change* in* security*
approach* is* reports* of* security* breaches* at* other*
firms.* Furthermore,* across* all* the* companies*
surveyed,* nearly* three]quarters* report* having* at*
least* one* security* breach/incident** in* the* past* 12*
months*(73%).**
*
*
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