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Introduction
What Is the Cybersecurity Guidebook 
for MSPs?
This guidebook provides a practical approach 
to various cybersecurity topics that most 
cybersecurity practitioners face daily. As 
cybersecurity risks and trends are constantly 
evolving, the goal is to create a document that 
CompTIA Community members can leverage 
to learn and implement best practices to better 
protect clients and promote themselves as 
cybersecurity leaders in the market.

What Is the goal of the  
Cybersecurity Guidebook?
The objective is to provide cybersecurity insights 
on a wide variety of topics requested by CompTIA 
Community members who are invested in sharing 
cybersecurity best practices with the community 
and the IT channel.

Framework
The guidebook is designed to be user-friendly 
and offer information in simple-to-understand 
language while providing valid, relevant 
information. It is specifically designed for MSPs 
focused on enhancing their cybersecurity posture 
and communication strategies. It is also valuable 
for stakeholders within these organizations, 
including management, cybersecurity teams, 
and sales and marketing professionals tasked 
with articulating the value of their cybersecurity 
measures to clients and prospects.

Enjoy!
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CHAPTER 1 Vetting 
Vendors and 
Questions to Ask
The importance of managed service providers 
(MSPs) and solution providers vetting vendors for 
cybersecurity controls cannot be overstated. 

As organizations increasingly rely on third-
party services for core business functions, it is 
crucial to ensure that vendor partners—and any 
partners—adhere to adequate cybersecurity 
practices. This vetting process involves a 
comprehensive evaluation of the vendor’s security 
policies, practices and infrastructure to ensure 
they align with the organization’s data protection 
and privacy requirements. For instance, asking 
vendors about their security practices and 
policies provides insight into their commitment to 
safeguarding data.

“Be smart with your choices. If something is 
80% cheaper than the competition, that may be 
because they’re sacrificing security protocols. 
They might not have any security compliance 
frameworks,” said Michael Slater, head of 
Microsoft and security sales at Sherweb, in a 
CompTIA Community blog.

Slater added that it is incumbent upon MSPs to 
take responsibility for ensuring their equipment 
remains secure so that they can protect their own 
customers in kind. A good vendor will “present 
their security strategy in a clear way. And they’re 
going to be able to help you map that security 
structure back out to your customers too.” 

TAKING A PROACTIVE 
APPROACH TO MINIMIZE RISK
It’s essential to understand how a vendor ensures 
data protection and privacy, as any lapses in 
these areas can lead to significant consequences. 
The notorious cyber incident that took place 
on July 2, 2021 highlighted the devastating 
impact of supply chain attacks on MSPs and their 
customers. Similarly, the Apache Log4j project 
is among the most deployed pieces of open-
source software, providing logging capabilities for 
Java applications. Log4j is embedded in popular 
services and frameworks.

High-profile attacks further underscore the 
need to partner with third-party vendors 
that have a proactive approach to managing 
risks for themselves and their partners. The 
Cybersecurity and Infrastructure Security 
Agency (CISA) has warned that MSPs are prime 
targets for cybercriminals, emphasizing the 
need for robust vendor management practices to 
mitigate these risks.

Additionally, a vendor’s incident response 
capability is a critical component of your incident 
response capability. Ultimately, you answer to the 
customer and will therefore inherit the capabilities 
of your vendors. Inquiring about their incident 
response plans and response times helps assess 
their preparedness to swiftly mitigate any security 
incidents. This is particularly important in an era 
where the speed of response can significantly 
impact the severity of a breach’s consequences. 
Compliance and certifications such as ISO 
27001 and SOC 2 serve as benchmarks for a 
vendor’s cybersecurity posture. (It is important 
to understand the scope of a SOC 2 audit 
to grasp how relevant and meaningful it is.) 
These certifications, alongside compliance with 
regulations like GDPR and HIPAA, indicate a 
vendor’s adherence to recognized cybersecurity 
standards and regulatory requirements, offering a 
layer of assurance to organizations. 

https://connect.comptia.org/blog/how-to-choose-a-new-tech-vendor-evaluations-security-and-success-metrics-to-consider
https://en.wikipedia.org/wiki/Kaseya_VSA_ransomware_attack
https://en.wikipedia.org/wiki/Kaseya_VSA_ransomware_attack
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-131a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-131a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-131a
https://www.cisa.gov/news-events/cybersecurity-advisories/aa22-131a
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Data management practices, including data 
storage, processing and transmission methods, as 
well as the use of encryption and understanding 
where the data is located and who has access, 
are pivotal in protecting sensitive information. 
The way a vendor manages data can greatly 
influence the overall security of the data lifecycle. 
Furthermore, the management of third-party risk 
is another critical aspect. Vendors must have 
robust processes to manage risks associated 
with their subcontractors or third-party service 
providers, as these entities can introduce 
vulnerabilities into the supply chain, exemplified 
by the SolarWinds attack in 2020, which 
underscored the cascading risks of third-party 
vulnerabilities. 

Regular security assessments and penetration 
testing are vital for maintaining a strong security 
posture. These assessments help identify 
vulnerabilities before they can be exploited 
by malicious actors. Requesting recent audit 
reports from vendors/partners can build trust 
and demonstrate a vendor’s commitment to 
continuous security improvement. Lastly, 
employee training on cybersecurity is essential. A 
well-informed workforce is the first line of defense 
against cyber threats. Vendors that invest in 
regular cybersecurity training for their employees 
underscore their commitment to safeguarding not 
only their systems but also their clients’ data. 

Key Questions That MSPs Need to 
Have Answers For:
	• Do you maintain and regularly update a vendor 

inventory list? (For every vendor and the 
service they provide. Detail what percentage of 
your clients utilize this service.)

	• What compliance regulations do you need to 
meet for your clients?

	• What requirements do you have that your 
vendors/partners must meet?

	• Is there a form your partners/vendors fill out 
annually to address their security posture?

 Key Areas of Focus:
	• Security practices, policies and governance

	• Incident response

	• Compliance and certifications 

	• Data and privacy management
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RECOMMENDATIONS FOR 
ENSURING VENDOR SECURITY
	• Attestation Reports: Request and review 

attestation reports, such as audited framework 
compliance, ISO 27001 and SOC 2 reports, to 
assess the vendor’s compliance with security 
standards. Pay special attention to the scoping 
for SOC 2 reports. 

	• Regulatory Compliance: Verify the vendor’s 
compliance with relevant regulations (e.g., 
GDPR, HIPAA, etc.).

	• Security Safeguards: Inquire about the 
security safeguards or controls in place and 
whether a third party has formally evaluated 
the security of the solution.

	• Shared Responsibility and Security Claims: 
Discuss shared responsibility communication 
and evaluate the real security value of the 
vendor’s claims. Ask what is secure by default 
(if anything) and what guidance the vendor can 
provide to secure even further.

	• Data Privacy and Compliance: Review the 
vendor’s data privacy policy and ensure 
compliance with relevant regulations.

	• Cyber Insurance: Ask about the type of cyber 
insurance the vendor carries.

	• Incident Response (IR) Process: Understand 
the vendor’s incident response process, includ-
ing whether they have an IR firm on retainer.

	• Data Management: Evaluate how the vendor 
stores, processes and transmits data, including 
the use of encryption methods.

	• Third-Party Risk Management: Understand 
how the vendor manages risks associated with 
subcontractors or third-party service providers.

	• Regular Security Assessments: Determine the 
frequency of the vendor’s security assessments 
or penetration testing and request recent audit 
reports.

	• Employee Training: Inquire about the 
cybersecurity training the vendor’s employees 
undergo.

Thoroughly vetting vendors for cybersecurity 
is a multifaceted process that encompasses 
evaluating their security policies, incident 
response capabilities, compliance with 
regulations, data management practices, 
third-party risk management, regular security 
assessments and employee training. This 
comprehensive approach ensures that 
organizations can trust their vendors to handle 
data securely, thereby mitigating potential risks 
and safeguarding against breaches that can lead 
to significant financial and reputational damage.
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CHAPTER 2 Sharing 
Your Cybersecurity 
Profile/Maturity
The essence of an MSP’s value proposition in 
today’s digital ecosystem lies not only in the 
services it provides but also in the transparency 
and maturity of its cybersecurity profile. MSPs 
with a mature cybersecurity posture and culture, 
who understand that cybersecurity is a journey 
not a destination, hold a key advantage over 
MSPs without these things. MSPs having their 
own strong cybersecurity profile is a strategic 
advantage. Illustrating the cybersecurity 
maturity of the MSP should be part of every 
public-facing resource, baked into the sales 
process, and clearly shared by every person in 
the MSP. Drawing from insights shared during a 
community meeting on cybersecurity for MSPs, 
this chapter outlines the critical elements of 
an MSP’s cybersecurity profile that should be 
communicated to clients and prospects. The 
goal is to build trust and demonstrate a robust 
cybersecurity posture.

For MSPs, the ability to effectively communicate 
their cybersecurity maturity is crucial in 
establishing trust with clients and prospects. 
In an era where cyber threats are increasingly 
sophisticated, clients seek assurance that 
their MSP can protect their digital assets. 
Sharing detailed and honest information about 
cybersecurity measures, policies and practices 
is key to demonstrating competence and 
commitment to security.

Foundations of Cybersecurity 
Frameworks
MSPs should share their adherence to and 
implementation of foundational cybersecurity 
frameworks like the CompTIA Cybersecurity 
Trustmark, CIS, NIST or ISO. Explaining the 
rationale behind the “assume breach” stance and 
how frameworks guide their security practices 
provides clients with a clear understanding of the 
MSP’s strategic approach to cybersecurity.

Transparency and Continuous 
Learning
It is essential for MSPs to be transparent about 
their cybersecurity maturity, including areas of 
immaturity. Sharing the journey of continuous 
learning and improvement demonstrates honesty 
and a commitment to evolving cybersecurity 
practices. This includes discussing the ongoing 
training of staff on security tools and the 
importance of knowing the audience to tailor 
the communication of cybersecurity measures 
effectively.

Illustrating the 
cybersecurity 

maturity of the MSP 
should be part of 

every public-facing 
resource, baked into 

the sales process, 
and clearly shared  

by every person  
in the MSP.
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Client Education and Trust Building
MSPs should focus on educating their client 
base about cybersecurity, emphasizing the ever-
evolving nature of threats and defenses. Sharing 
testimonials, case studies and success stories 
can solidify trust and underscore the MSP’s 
expertise and success in managing cybersecurity. 
Using terms like “incident” instead of “breach” can 
also help in maintaining a positive and proactive 
dialogue.

Problem-Solving Approach
Communicating less about specific products and 
more about the problems these solutions solve 
can help clients understand the value of the 
MSP’s cybersecurity offerings. Highlighting the 
benefits of continuous tabletop exercises and the 
importance of building a culture where everyone 
is encouraged to learn and share knowledge 
about cybersecurity is crucial.

Honesty and Full Disclosure
Honesty in sharing both successes and lessons 
learned from cybersecurity incidents is vital. MSPs 
should communicate their vendors’ practices to 
protect client data and focus on solution-oriented 
discussions. This includes being upfront about the 
compliance frameworks in place and how these 
contribute to protecting the client’s interests.

BUILDING TRUST THROUGH 
TRANSPARENCY AND 
EDUCATION
In the complex landscape of cybersecurity, the 
relationship between MSPs and their clients is 
deeply rooted in trust. This trust is cultivated 
through honesty, transparency and a commitment 
to continuous improvement and education. MSPs 
must share not only their successes but also their 
challenges and lessons learned in the journey 
towards cybersecurity maturity.

Key Takeaways for MSPs:
	• Adopt and explain cybersecurity frameworks 

to demonstrate a structured approach to 
security.

	• Be transparent about your cybersecurity 
journey, including areas for improvement, to 
show commitment to growth.

	• Educate clients on the evolving nature of 
cyber threats and the importance of a proactive 
security posture.

	• Share real-world examples of how your 
cybersecurity measures have successfully 
protected your clients.

	• Maintain an open dialogue about the 
challenges and successes in cybersecurity, 
fostering a relationship based on trust and 
honesty.

By focusing on these 
key areas, MSPs can 
effectively communicate 
their cybersecurity profile 
and maturity, reinforcing 
their role as trusted 
advisors and protectors in 
the digital age.
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CHAPTER 3 Talking to 
Existing Clients About 
Their Cybersecurity 
Culture
In an era where cyber threats are evolving 
rapidly, understanding a client’s cybersecurity 
profile and maturity is crucial for MSPs and 
cybersecurity professionals. This chapter 
outlines a comprehensive set of questions 
designed to facilitate in-depth conversations 
with clients about their cybersecurity posture. 
These questions cover various aspects of 
cybersecurity, including current practices, risk 
management, compliance, incident response and 
future planning. By leveraging these questions, 
professionals can gain insights into their clients’ 
cybersecurity readiness, identify areas for 
improvement and guide them towards a more 
secure and resilient cyber environment.

For MSPs and cybersecurity consultants, 
the ability to accurately assess a client’s 
cybersecurity maturity is essential. It not only 
helps in identifying vulnerabilities and gaps in 
the client’s cyber defenses but also positions the 
MSP as a trusted advisor who can offer tailored 
solutions. Furthermore, these conversations 
enable MSPs to align cybersecurity strategies 
with the client’s business objectives, ensuring 
that security measures contribute to the overall 
success of the client’s operations.

UNDERSTANDING THE CURRENT 
CYBERSECURITY LANDSCAPE
Relevance of Recent Cyber Incidents: Begin by 
discussing recent cyber incidents in the news that 
may relate to the client’s industry or technology 
stack. This sets the stage for a conversation on 
the importance of cybersecurity.

Cyber Insurance Policy: Inquire about the 
existence and details of the client’s cyber 
insurance policy. Understanding what is covered 
can highlight areas of potential risk.

Current Cybersecurity Practices: Ask about the 
cybersecurity measures currently in place. This 
includes technologies, policies and procedures to 
protect against cyber threats.

Experience with Cyber Threats: Understanding 
whether the client or their close network has 
experienced a breach can underscore the reality 
of cyber threats.

Compliance and Regulations: Discuss any 
compliance requirements the client faces and 
how they are addressing these. This can include 
GDPR, HIPAA or industry-specific regulations.

These conversations 
enable MSPs to 

align cybersecurity 
strategies with the 

client’s business 
objectives.
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ASSESSING CYBERSECURITY 
MATURITY
Risk Tolerance and Assessment: Gauge the 
client’s risk tolerance and whether they have 
conducted formal risk assessments. This can help 
in tailoring cybersecurity strategies to their risk 
profile.

Incident Response Planning: Evaluate the client’s 
preparedness for a cyber incident. Do they have 
an incident response plan, and how often is it 
tested?

Vendor and Third-Party Risk Management: 
Since third parties can pose significant cyber 
risks, understanding how the client manages 
these relationships is crucial.

Security Awareness and Training: Assess the 
level of security awareness among employees and 
whether regular training is conducted.

Shared Responsibility: Cybersecurity is a shared 
responsibility between the client, the MSP and 
all vendors. Assess the client’s understanding 
of their responsibility in their own cybersecurity 
posture. Ensure the client has visibility into the 
cybersecurity of their vendors and providers.

PLANNING FOR THE FUTURE
Use of Advanced Technologies: Discuss 
the client’s use of AI and other advanced 
technologies. This can reveal both opportunities 
and vulnerabilities.

Data Management Practices: Understanding 
where and how sensitive data is stored and 
managed can highlight potential security gaps.

Future Business Changes: Explore any 
anticipated changes in the client’s business, such 
as new services, compliance requirements or 
acquisitions, and how these might impact their 
cybersecurity needs.

CONTINUOUS ENGAGEMENT
Areas of Improvement: Identify areas where the 
client’s cybersecurity practices can be improved. 
This includes both technical measures and 
strategic planning.

Budget Considerations: Discuss the financial 
aspect of cybersecurity, including the cost of 
breaches versus the investment in security 
measures.

Risk Assessment Updates: Encourage regular 
risk assessments to adapt to new threats and 
changes in the business landscape.

ENGAGING IN MEANINGFUL 
CYBERSECURITY 
CONVERSATIONS
At the core of assessing a client’s cybersecurity 
maturity is the ability to engage in meaningful 
conversations that go beyond surface-
level inquiries. It’s about understanding the 
client’s business, their risk tolerance and how 
cybersecurity can be aligned with their strategic 
goals. By asking the right questions, MSPs and 
cybersecurity professionals can uncover insights 
that lead to actionable strategies, fostering a 
cybersecurity culture that supports the client’s 
business growth and resilience against cyber 
threats. This approach not only strengthens the 
client’s cybersecurity posture but also solidifies 
the MSP’s role as a trusted advisor in an ever-
evolving digital landscape.
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CHAPTER 4 Talking to 
Prospects About Their 
Cybersecurity Culture
For MSPs and cybersecurity consultants, 
the ability to accurately assess a prospect’s 
cybersecurity maturity is essential. It not only 
helps in identifying the specific needs and 
challenges of the client but also in positioning 
their services as the best-fit solution. 
Understanding the client’s cybersecurity profile 
enables providers to offer targeted advice, 
propose appropriate security measures and 
build trust by demonstrating expertise and 
empathy towards the client’s concerns. This initial 
engagement is a critical step in establishing a 
fruitful and long-term partnership.

UNDERSTANDING THE  
CLIENT’S CONTEXT
Background Information: Begin by understanding 
who you are talking to and their level of 
understanding of technologies. This includes 
asking about the network equipment they 
use, their most valued tools and their current 
cybersecurity situation.

Business Impact and Concerns: Inquire 
about what keeps them up at night regarding 
cybersecurity, why it’s important to them and the 
impact of potential security breaches on their 
operations.
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ASSESSING CURRENT 
CYBERSECURITY MEASURES
Existing Security Measures: Ask about the 
cybersecurity measures they have already 
invested in and the rationale behind these 
investments.

Cybersecurity Incidents: Understanding whether 
they have experienced cybersecurity scares, 
breaches or assessments in the past provides 
insight into their awareness and response 
capabilities.

TECHNICAL AND OPERATIONAL 
DETAILS
Infrastructure and Updates: Questions about 
the last time they performed hardware/software 
updates, the use of remote workers and whether 
these workers use their own devices can reveal 
potential vulnerabilities.

Compliance and Continuity: Inquire about 
industry compliance, business continuity plans 
and any experiences with cyber insurance 
coverage to assess their preparedness for various 
scenarios.

DECISION-MAKING AND  
FUTURE PLANNING
Decision-Maker Identification: Confirm whether 
you are speaking with the owner or a decision-
maker within the company to ensure that the 
discussions can lead to actionable outcomes.

Cybersecurity Vision: Understanding what a 
successful cybersecurity program looks like 
to them and how they manage risk can guide 
the tailoring of your services to meet their 
expectations.

BUILDING THE RELATIONSHIP
Open-Ended Engagement: Encourage them 
to share their experiences with cybersecurity 
companies, their tech downtime implications and 
their overall expectations from a provider. This 
not only helps in gathering information but also in 
building rapport.

EMPATHY IN ENGAGEMENT
At the core of these questions is the principle of 
empathy. Understanding the client’s concerns, 
challenges and expectations through open-
ended, non-confrontational questions is key. This 
approach not only aids in accurately assessing 
the cybersecurity maturity of the prospect 
but also establishes a foundation of trust and 
reliability. By demonstrating a genuine interest 
in the client’s well-being and offering tailored 
solutions, MSPs and cybersecurity consultants 
can forge strong, lasting partnerships.

Understanding the 
client’s cybersecurity 

profile enables 
providers to offer 
targeted advice, 

propose appropriate 
security measures 

and build trust.
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CHAPTER 5 Handling Objections 
Regarding Cybersecurity
Cybersecurity is a critical component for businesses of all sizes, yet many clients 
present objections when MSPs propose enhanced security measures. Common 
objections include concerns about cost, perceived lack of need and the complexity 
of implementation. This chapter provides strategies for MSPs to effectively handle 
these objections, emphasizing education, trust-building and the articulation of the 
real-world impacts of cybersecurity threats.

For MSPs, overcoming objections to cybersecurity is essential for client retention, 
satisfaction and the overall security posture of their client base. Addressing 
these objections not only helps in closing sales but also ensures that clients are 
adequately protected against the ever-evolving landscape of cyber threats. By 
understanding and addressing the root causes of these objections, MSPs can 
position themselves as trusted advisors and experts in cybersecurity.

COMMON OBJECTIONS AND HOW TO HANDLE THEM
1. Cost Concerns

CONCERNS RESPONSE

	• Clients may not understand the value and 
business impact of cybersecurity

	• Educate clients on the risks and potential 
costs of cyberattacks using industry statistics 
and peer examples

	• They might not be aware of the financial and 
reputational costs of a cyberattack

	• Highlight the financial and reputational impact 
of breaches

	• The perceived high cost of cybersecurity 
measures compared to their current budget

	• Use storytelling and vertical examples to 
illustrate the consequences of inadequate 
security

	• Emphasize the CompTIA Cybersecurity 
Trustmark as a differentiator and a mark of 
trust and expertise
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2. Perceived Lack of Need

CONCERNS RESPONSE

	• “Our business is too small; we are not a 
target.”

	• Educate clients on the current cybersecurity 
threat landscape and why businesses of all 
sizes are targets

	• “Everything is in the cloud; that’s good 
enough.”

	• Explain the value of their data and systems to 
threat actors

	• “My clients don’t ask for it.”
	• Use analogies to make complex concepts 

understandable, such as comparing layers of 
security to home security measures

	• Provide benchmarking data on what similar 
businesses are doing to protect themselves

3. Complexity and Disruption

CONCERNS RESPONSE

	• “Cybersecurity measures are too difficult and 
disruptive to implement.”

	• Simplify cybersecurity concepts and tailor 
solutions to fit the client’s business operations

	• “We won’t enforce or adopt these measures 
internally.”

	• Offer phased implementation plans to 
minimize disruption

	• Set clear expectations and provide continuous 
education to build trust and confidence

	• Use QBRs (Quarterly Business Reviews) and 
MBRs (Monthly Business Reviews) to routinely 
check in and educate clients
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TREATING OBJECTIONS 
AS OPPORTUNITIES
Objections should be seen as 
opportunities to learn more about the 
client’s needs and challenges. Ask 
open-ended questions to understand 
the root cause of their objections 
and use this information to tailor your 
response. For example, if a client 
objects to a specific technology, ask 
why they don’t prioritize it and what 
they might prioritize instead.

Treat objections as opportunities to 
learn more about your client’s needs 
and challenges. Focus on education 
over fear to help clients understand 
the reality of cyber threats and the 
importance of robust cybersecurity 
measures. 

4. Trust Issues

CONCERNS RESPONSE

	• “Aren’t you already doing that for me?”
	• Explain how attack surfaces and threats 

evolve, necessitating ongoing and updated 
security measures

	• “I had a prior bad experience with another 
provider.”

	• Build trust through transparency, sharing 
success stories and offering references from 
satisfied clients

	• Highlight the MSP’s expertise, maturity and 
the CompTIA Cybersecurity Trustmark as a 
differentiator
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CHAPTER 6 Glossary of 
Commonly Misused/
Misunderstood 
Cybersecurity Terms
Antivirus
	• MISUNDERSTANDING  Some believe antivirus 

software can protect against all types of cyber 
threats.

	• CLARIFICATION  Antivirus software is designed 
to detect and remove malware, but it may not 
protect against all types of cyber threats like 
phishing or zero-day exploits.

Botnet
	• MISUNDERSTANDING  Often confused with 

individual bots.

	• CLARIFICATION  A botnet is a network of 
compromised computers controlled by an 
attacker to perform coordinated tasks, such as 
launching DDoS attacks or sending spam.

Breach (as a legal term)
	• MISUNDERSTANDING  Some think any 

unauthorized access is a breach.

	• CLARIFICATION  A breach, in legal terms, refers 
to the unauthorized acquisition, access, use 
or disclosure of protected information that 
compromises its security or privacy.

Compliance
	• MISUNDERSTANDING  Some think compliance 

guarantees security.

	• CLARIFICATION  Compliance means adhering to 
laws, regulations and standards, but it does not 
necessarily ensure comprehensive security. It is 
a baseline for security practices.

DDoS (Distributed Denial of Service)
	• MISUNDERSTANDING  Some think it is a hacking 

method to steal data.

	• CLARIFICATION  A DDoS attack aims to 
overwhelm a target’s network or service with 
a flood of internet traffic, causing it to become 
unavailable to users.

Encryption
	• MISUNDERSTANDING  Some think encryption 

makes data completely secure and 
unbreakable.

	• CLARIFICATION  Encryption converts data into a 
coded form to prevent unauthorized access, 
but it can be broken if weak encryption 
methods are used or if keys are compromised.

Firewall
	• MISUNDERSTANDING  Many people think a firewall 

is a physical barrier that blocks all threats.

	• CLARIFICATION  A firewall is a network security 
device or software that monitors and controls 
incoming and outgoing network traffic based on 
predetermined security rules.
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Incident Response Plan
	• MISUNDERSTANDING  Some think it is only 

needed after a cyberattack occurs.

	• CLARIFICATION  An incident response plan is a 
predefined set of instructions and procedures 
for detecting, responding to and recovering 
from cybersecurity incidents. It should be in 
place and tested before an incident occurs.

Malware
	• MISUNDERSTANDING  Often used interchangeably 

with viruses.

	• CLARIFICATION  Malware is a broad term that 
includes viruses, worms, trojans, ransomware, 
spyware, adware and other malicious software.

Patch
	• MISUNDERSTANDING  Believed to be a complete 

software update.

	• CLARIFICATION  A patch is a piece of software 
designed to update, fix or improve a computer 
program or its supporting data, often to 
address security vulnerabilities.

Penetration Testing
	• MISUNDERSTANDING  Some think it is the same as 

vulnerability scanning.

	• CLARIFICATION  Penetration testing involves 
simulating cyberattacks to identify and 
exploit vulnerabilities, while vulnerability 
scanning is the process of identifying potential 
vulnerabilities without exploiting them.

Phishing
	• MISUNDERSTANDING  Often confused with other 

types of cyberattacks.

	• CLARIFICATION  Phishing is a social engineering 
attack where attackers impersonate legitimate 
entities to steal sensitive information like 
usernames, passwords and credit card details.

Ransomware
	• MISUNDERSTANDING  Some think ransomware 

only affects large organizations.

	• CLARIFICATION  Ransomware is a type of 
malware that encrypts a victim’s files and 
demands a ransom to restore access. It can 
affect individuals, small businesses and large 
organizations alike.

Risk Management
	• MISUNDERSTANDING  Often thought to be the 

same as risk assessment.

	• CLARIFICATION  Risk management is the process 
of identifying, assessing and controlling risks 
to an organization’s assets and operations. 
It includes risk assessment, mitigation and 
monitoring.

Rootkit
	• MISUNDERSTANDING  Some think it is a type of 

virus.

	• CLARIFICATION  A rootkit is a collection of 
software tools that enable an attacker to gain 
unauthorized access to a computer and often 
hide their presence.
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Social Engineering
	• MISUNDERSTANDING  Often thought to be a 

technical hacking method.

	• CLARIFICATION  Social engineering involves 
manipulating individuals into divulging 
confidential information or performing actions 
that compromise security, often through 
psychological manipulation.

Threat Intelligence
	• MISUNDERSTANDING  Often thought to be just 

data about threats.

	• CLARIFICATION  Threat intelligence is the 
collection, analysis and dissemination of 
information about potential or current attacks 
that threaten an organization. It involves 
understanding the tactics, techniques and 
procedures (TTPs) of threat actors.

Two-Factor Authentication (2FA)
	• MISUNDERSTANDING  Some believe it is the same 

as two-step verification.

	• CLARIFICATION  Two-factor authentication 
requires two different types of credentials 
for access (e.g., something you know 
and something you have), while two-step 
verification may involve two steps of the same 
type of credential.

VPN (Virtual Private Network)
	• MISUNDERSTANDING  Believed to make users 

completely anonymous online.

	• CLARIFICATION  A VPN encrypts internet traffic 
and hides the user’s IP address, but it does not 
make users completely anonymous or immune 
to all cyber threats.

Vulnerability Assessment
	• MISUNDERSTANDING  Often confused with 

penetration testing.

	• CLARIFICATION  A vulnerability assessment is 
the process of identifying, quantifying and 
prioritizing vulnerabilities in a system. It does 
not involve exploiting the vulnerabilities, unlike 
penetration testing.

Zero-Day
	• MISUNDERSTANDING  Believed to be an attack 

that happens on the first day of a software 
release.

	• CLARIFICATION  A zero-day exploit is a 
vulnerability in software that is unknown to the 
vendor and has no patch available, making it 
highly dangerous.
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