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GETTING STARTED

If you are like most executives, buying technology can be exciting, hopeful, uncertain, frustrating and everything in between. You
must identify requirements, weigh competing needs, evaluate capabilities, assess ROl and consider a host of other factors — all of
which can be overwhelming, especially when they involve migrating your computing infrastructure to the cloud.

The CompTIA Buying Guide for IT Security is designed to provide you with a starting point.

Cloud computing is one of the most disruptive solutions on the market. It has not only impacted the technology deployed
by IT departments, but how business is done. It's changed the way organizations innovate and compete, adding ever-greater
productivity, speed and agility.

laaS, one of three classes of cloud computing along with software-as-a-service (SaaS) and platform-as-a-service (Paas),
Promises your organization access to computing resources — servers, storage and networking — on-demand in the same way as
other utilities like power and water. As advertised, laaS is game changing. But is it right for you?

The Computing Technology Industry Association (CompTIA) designed this guide to assist you in navigating the decision-making
process for an laaS engagement. This guide is not intended to be a Consumer Reports-style product review, but rather a
framework for “asking the right questions” to ensure that you are making an informed decision,

What you will find in the CompTIA Buying Guide for
O\ Infrastructure-as-a-Service (laaS):
1. OVERVIEW
e Whatis laaS?
e Whatisn’t laaS?
e What are the options for deploying laaS?
e How are organizations migrating to cloud?
e What challenges do organizations find when migrating to cloud?
e What deployments are most suitable for laaS?
2. CONSIDERATIONS
e What are the potential benefits of laaS to your organization?
e What are the potential challenges of laaS to your organization?
e Which laaS deployment model is right for your organization?
e How does laa$S align with your organization’s capabilities and priorities?
3. QUESTIONS
e What are the capabilities and performance of the laaS deployment?
e How is your data stored and protected as part of the laaS deployment?
e  What level of support is provided for your organization’s laaS deployment?
e What expertise does the laaS provider have?
e What are the cost and contract terms for the laaS deployment?
e What IT security processes should your organization develop?
e How should your organization enact IT security policies?
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OVERVIEW

WHAT IS INFRASTRUCTURE AS A
SERVICE (IAAS)?

laasS, as defined by the National Institute of Standards and Technology (NIST), is the
capability provided to the consumer to provision processing, storage, networks, and
other fundamental computing resources where the consumer can deploy and run
arbitrary software, which can include operating systems and applications. The consumer
does not manage or control the underlying cloud infrastructure, but has control over
operating systems, storage and deployed applications; and possibly limited control of
select networking components (e.g., host firewalls).

The NIST definition — albeit accurate - is a clunky description for what is an elegantly simple way of accessing com-
puting resources on demand.

WHAT ISN'T IAAS?

Of course, it’s important to understand what laaS is, but it’s also helpful to understand what it isn’t. That’s because
many service providers have engaged in “cloud washing” — attaching the word “cloud” to solutions that aren’t technically
cloud-based - to market their services and capitalize on the growing demand for cloud solutions.

That doesn’t mean these are not good solutions — or even the right solutions — for your organization; it just means they
are not laaS. Indeed, there is a difference between solutions built for cloud (i.e., cloud native) and those that are simply
hosted in the cloud. True laaS solutions have certain attributes defined by NIST as follows:
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5 Essential Characteristics of Cloud Services
ON-DEMAND SELF-SERVICE

A consumer can unilaterally provision computing capabilities, such as server time and network storage, as a needed automatically
without requiring human interaction with each service provider.

BROAD NETWORK ACCESS
Capabilities are available over the network and accessed through standard mechanisms that promote use by heterogeneous thin or
thick client platforms (eg., mobile phones, tablets, laptops and workstations).

RESOURCE POOLING

The provider’s computing resources are pooled to serve multiple consumers using a multi tenant model, with different physical and
virtual resources dynamically assigned and reassigned according to consumer demand. There is a sense of location independence in
that the customer generally has no control or knowledge over the exact location of the provided resources but may be able to specify
location at a higher level of abstraction (e.g., country, state or datacenter).

RAPID ELASTICITY

Capabilities can be elastically provisioned and released, in some cases automatically, to scale rapidly outward and inward
commensurate with demand. To the consumer, the capabilities available for provisioning often appear to be unlimited and can be
appropriated in any quantity at a time.

MEASURED SERVICE

Cloud systems automatically control and optimize resource use by leveraging a meeting capability1 at some level of abstraction
appropriate to the type of service (e.g., storage, processing, bandwidth and active user accounts). Resource usage can be monitored,
controlled and reported, providing transparency for both the provider and consumer of the utilized service.

Source: National Institute of Standards and Technology (NIST), “The NIST Definition of Cloud Computing,” November 2011

WHAT ARE THE OPTIONS FOR DEPLOYING IAAS?

You can deploy laaS in one of four different deployment models defined by NIST as follows:

PRIVATE CLOUD - cloud infrastructure is provisioned for exclusive use by a single organization comprising multiple
consumers (e.g., business units). It may be owned, managed, and operated by the organization, a third party, or some
combination of them, and it may exist on or off premises.

PUBLIC CLOUD - cloud infrastructure is provisioned for open use by the public. It may be owned, managed, and
operated by a business, academic, or government organization, or some combination of them. It exists on the premises
of the cloud provider.

COMMUNITY CLOUD - cloud infrastructure is provisioned for exclusive use by a specific community of consumers
from organizations that have shared concerns (e.g., mission, security requirements, policy and compliance consider-
ations). It may be owned, managed, and operated by one or more of the organizations in the community, a third party, or
some combination of them, and it may exist on or off premises.

HYBRID CLOUD - cloud infrastructure is a composition of two or more distinct cloud infrastructures (i.e., private,
community, or public) that remain unique entities, but are bound together by standardized or proprietary technology that
enables data and application portability (e.g., cloud bursting for load balancing between clouds). Editor’s Note: “Hybrid
cloud” is not the same as “hybrid IT,” which describes using on-premises and cloud-based solutions in tandem.

HOW ARE ORGANIZATIONS MIGRATING TO CLOUD?
Unless your company is a startup needing to deploy a greenfield computing environment, you are unlikely to go
100 percent cloud from day one. Indeed, CompTIA analysts have identified four stages of laaS adoption (see graphic:
How Organizations Adopt Cloud Solutions).
¢ EXPERIMENTATION STAGE - Companies typically begin testing laaS by building virtual instances, typically on
public cloud systems, as proofs of concept.
e NON-CRITICAL USE STAGE - Next, they will migrate some computing functions to the cloud, but not their most
important systems.
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e PRODUCTION STAGE - Once comfortable with laaS and assured of its security and reliability, companies will
add mission-critical systems.

¢ TRANSFORMATION STAGE — Companies are not simply moving their systems into the cloud; they are changing
the way they work to reap the full benefit.

How Organizations Adopt Cloud Solutions

EXPERIMENT #  NON-CRITICALUSE g FULL PRODUCTION TRANSORMED IT

IAAS | PAAS | SAAS

PUBLIC CLOUDS

PRIVATE | HYBRID

TRANSITION POLICY/PROCEDURE

EDUCATION

WORKFLOW CHANGE

PROOF OF CONCEPT CUSTOMIZATION

INTEGRATION PROVIDER SWITCHING

SECURITY

PAYMENT MODELS

Source: CompTIA, “Trends in Cloud Computing,” September 2016

WHAT DEPLOYMENTS ARE MOST SUITABLE FOR IAAS?
laaS makes sense in many circumstances that are closely tied to the general benefits that cloud computing offers
(as discussed in greater detail in Section 3). The 2014 book, “Essentials of Cloud Computing,” shares some examples,
which are updated here. These include situations wherein an organization:
e experiences unpredictable peaks and valleys in demand for computing resources
e lacks capital to invest in hardware as is often the case with startups but also with companies that have competing
demands on their budgets
e is under pressure to limit capital expenditures and/or move to operating expenditures
e s growing rapidly and, therefore, unable to scale computing resources to keep pace
e has computing infrastructure needs that are temporary, such as testing and development
e needs to access computing infrastructure quickly and cannot wait to purchase and turn up new servers
While laaS is advantageous in scenarios where scalability and quick provisioning are key, it may be ill advised in situa-
tions wherein an organization:
e must comply with regulations that prohibit outsourcing data storage and/or processing
e has minimal usage requirements that are easily met by available on-premises infrastructure
e requires a high level of performance that may be hampered by Internet access although direct connections to
cloud infrastructure providers can mitigate this concern
e needs control of the underlying physical infrastructure (as opposed to virtual machines)
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CONSIDERATIONS

IAAS DECISION FACTORS

Any business investment decision requires that you weigh a range of factors: the needs of
your company's stakeholders, alignment with your corporate objectives, functional require-
ments, and the pros/cons and total cost of ownership (TCO) for each individual solution.

As a foundation for evaluating your potential investment in laaS, this buying guide reviews some of the considerations
that should be factors in your decision. These include reasons to consider investing in laaS as well as likely challenges. It
also covers the degree to which moving to laaS aligns with your company’s current environment and capabilities as well
as your future preferences and expectations.

WHAT ARE THE POTENTIAL BENEFITS OF IAAS TO YOUR ORGANIZATION?

Ultimately, what will drive your move to cloud infrastructure will be the benefits your organization perceives pre-de-
ployment and realizes post-deployment. CompTIA’s most recent research finds cost-cutting to be a top benefit of cloud
solutions in general (see chart, “Benefits of Cloud). Savings are not guaranteed but possible with laaS, particularly
when you consider its usage-based pricing model. That said some of the other perks such as speeding time to market,
improving uptime and enabling innovation may offer more lasting value to your organization.
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FINANCIAL

Save Money

Savings are possible from laaS
today, but competition among
laaS providers means prices
will continue to drop while
performance levels go up,
making laaS the economical
choice for the most critical
enterprise workloads in the
future.

The Value Proposition for IaaS

TECHNICAL

Dynamically Scale

laa$ is elastic and can
dynamically scale to meet the
needs of the workload. Rapidly
add capacity in peak times; scale
down during off-peak times.

7

OPERATIONAL

Self-Service Provisioning
Access your computing
infrastructure via a simple
Internet connection anytime,
anywhere.

COMPETITIVE

Boost Speed & Agility

Rather than waiting hours, days
or weeks for in-house computing
resources to become available,
developers can immediately
begin projects once laaS
machines are provisioned.

Pay for What You Use

Fees are based on compute
instances, storage requirements
or other usage-based metric
(days, minutes, hours),
minimizing overpayment for
unused resources.

Increase Security

In an interconnected world,
on-premises IT systems are not
as safe as they may appear.
Cloud infrastructure providers
invest heavily in security
technology and expertise and
are especially adept at thwarting
security attacks.

Reallocate IT Resources

The responsibility for routine
server maintenance tasks shift
to the laaS provider, freeing-up
T staff time for higher value
projects.

Enable Innovation

Add new capabilities, leverage
APIs, free up IT staff time from
routine IT maintenance to focus
on innovation

Reduce Capital Expenditures
Typically, laaS is a monthly
operational expense (opex) paid
during the period of usage, rather
than a large capital expense
(capex) paid upfront.
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Future-Proof

Outsourcing computing resources
means access to state-of-the

art data center, hardware and
operating systems since the
responsibility to maintain and
upgrade falls to the laaS provider.

Source: CompTIA, “Trends in Cloud Computing,” September 2016

Reduce Downtime

laaS enables instant recovery
from natural or manmade
outages and ensures business
continuity instead of expensive
downtime.

Level the Playing Field

laaS expands the depth and
breadth of technology available
to small and medium businesses
(SMBs), allowing them to
compete with much larger firms.
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Benefits of Cloud

Ability to cut costs

Cloud solution was simply
better option

Reduce capital expenditures

Reduce operational complexity

Simplicity or speed

Modernization of legacy IT
enviroments

New software licensing/
upgrade model

New capabilities or features

Predictable subscription-
based pricing

Business unite independence

Creating new offerings
or services

Reduction in internal @ Large
IT headcount = g/ledlum
mall

Source: CompTIA, “Trends in Cloud Computing,” September 2016

WHAT ARE THE POTENTIAL CHALLENGES OF IAAS TO YOUR ORGANIZATION?

Clearly there are many benefits to using laaS in your organization. But there are also challenges, which range from
technical to market-based. Some are overcome with advanced preparation, but others are persistent risks that your
organization must weigh in your decision.
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The Challenges with IaaS

L%

FINANCIAL/ BUSINESS

TECHNICAL

o7

CONTROL

)

PERFORMANCE

=

MARKET

Unexpected Costs

Over time, monthly

laaS fees add up

and may exceed a
one-time on-premises

[T investment. Plus,
integration or peak usage
may drive total costs
higher than expected.

Lack of Support

laaS providers are built
and scale around the
concept of self-service,
but when you need live
help, sometimes it’s hard
to come by.

Limited Customization
Public cloud services

by definition are shared
among many users. While
this offers efficiencies,

it limits control and the
ability to customize the
solution.

Providers Are Not
Created Equally

Some laa$S providers may
be better than others,
making vendor vetting
and selection paramount.

Regulatory Uncertainty
Federal and state laws
regarding privacy, data
breach notification and
much more continue to
evolve, impacting heavily
regulated industries like
finance and health care.

Process / Policy
Changes

laaS may require changes
to processes and policies,
workflows and even the
employee mindset.

Complex Integration
Cloud services inevitably
will need to interact
with other systems or
applications. Integration
can be a significant
challenge.

Vendor Lock-In

How easy is it to move
from one laaS provider

to another or back to an
on-premises system?
New tools make this
easier, but it may still be
challenging depending on
the provider.

No Uptime Guarantees
While laaS provider
reliability is high overall,
even the largest of
cloud infrastructure
service providers has
experienced downtime.

Vendor Consolidation
The laaS market is
crowded and fragmented,
but it will begin to
consolidate. Some
already have been
acquired or gone out of
business.

Runaway Inventory
An emerging issue with
laaS is lack of central
oversight, so instances
are deployed but not
taken down, leading to
unnecessary costs.

Expanded Security
Risks

While elements of
security may improve in a
cloud environment, other
new vulnerabilities may
emerge around the loss
of direct control to the
cloud provider.

Broadband Dependency
laaS is only as good

as the speed and
reliability of the Internet
connection, making
network selection a
critical decision.

Confusing SLAs
Service level agreements
(SLAS) aka, the fine

print, make it difficult to
understand performance
levels and penalties for
non-performance.

WHICH IAAS DEPLOYMENT MODEL IS RIGHT FOR YOUR ORGANIZATION?
Based on the benefits and risks that a cloud model poses, you can plot your organization’s best laaS deployment
options in a high-low matrix like the one below developed by Gartner. In this matrix, cloud benefits, range from uncer-

tain to clear and the challenges range from unmanageable to manageable. According to Gartner, if your deployment

lands in the:
Upper-right quadrant, that’s where public cloud services make most sense
Lower left, it’s unsuitable for the cloud computing model
Upper left, it may be a good candidate for a private cloud service approach
Lower right, it’s worth experimenting with the cloud model
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Immature Options
The lack of mature
service providers,
guidance or ecosystem
support are are
challenges, particularly
for enterprise
organizations.
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Categorizing Cloud Options Based on Benefits & Challenges

CONSIDER EMBRACE
PRIVATE PUBLIC

High and Clear

Benefits

EXPERIMENT

Low or Uncertain

High or Low and
Unmanageable Manageable

Challenges

Source: Gartner, “Devise an Effective Cloud Computing Strategy by Answering Five Key Questions,” November 2015

While this is an individual decision for every organization, Gartner noted in a June 2016 study that the trend is toward
more outsourcing. The research firm said that by 2020 more computing power will have been sold by laaS and PaaS
cloud providers than sold and deployed into enterprise data centers. The laaS market has been growing more than
40 percent in revenue per year since 2011, and it is projected to continue to grow more than 25 percent per year through
2019. By 2019, the majority of virtual machines (VMs) will be delivered by laaS providers. With most computing power
moving to laaS providers, Gartner recommends businesses build the capability to manage multiple cloud providers and
capacities.

HOW DOES IAAS ALIGN WITH YOUR ORGANIZATION’S CAPABILITIES AND PRIORITIES?

Before you go car shopping, you typically spend some time beforehand evaluating your transportation needs
(e.g., number of passengers, price range, gas mileage, style, etc.). Similarly, it's premature to begin cloud shopping
without a needs assessment. This guide includes two self-assessments:

e The first will help you prioritize the benefits you hope to achieve by using laaS

e The second seeks to highlight your organization’s IT capabilities and preferences for an initial laaS deployment.

Use these tools as starting point. You are bound to encounter areas of uncertainty just as you would when consider-
ing optional features on a new vehicle. Refinements can be made along the way as business objectives and needs are
clarified.

This exercise can serve to jumpstart internal conversations with your business and technical decision-makers about
their comfort level and expectations for moving to laaS. Once all stakeholders have weighed in, the final ranking can
be a framework for internal teams (and/or their trusted IT providers) to specify a private cloud solution or source an
laaS provider.
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Self-Assessment 1: Factors Driving Interest in IaaS

Using a scale of 1-11, rank the factors that are driving your interest in laaS in order of importance.

1.

Ability to cut costs

Reduce capital expenditures

Reduce operational complexity

Modernize legacy IT environment

Add new capabilities or features

Move to predictable, subscription-based pricing

Create new offerings or services

Reduce internal IT headcount

Increase speed of technology rollout

10. Upgrade infrastructure

11. Enable business units to operate independent of central IT
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Self-Assessment 2: IaaS Alignment with

Corporate IT Capabilities and Priorities

CRITERION

Scope

Complexity

Scalability

Functionality vs.
Complexity

Internal IT Capabilities

Internal IT Assessment
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PREFERENCE/EXPECTATION/EVALUATION
Limited (e.g., specific to a certain function or department)

RECOMMENDATIONS

Working with a public laaS provider may be the best fit for a
smaller deployment in terms of cost and time to turn up.

Broad (e.g., impacts multiple functions or departments)

Lower end of the complexity continuum

A cross-company deployment is more complicated. If your IT
department is skilled and has manpower, then building your
own cloud could offer greater control. If not, then seek out an T
solution provider to help you source the best laaS provider for
your needs.

If your deployment is not too complex, a public laaS platform
should work just fine for your IT department or IT solutions
provider.

Higher end of the complexity continuum

If you have a complex deployment, your decision hinges on your
in-house expertise and your budget. Building a private cloud
takes more skill and money than would outsourcing to experts,
but it also can offer more opportunities for customization and
control.

Expect utilization to grow and or fluctuate significantly overtime.

Scalability is important if you expect your usage to change; In
that case, outsourcing to an laaS provider makes more sense
than trying to build a private cloud since they can accommodate
peak usage on demand.

Expect utilization to remain generally constant.

If your usage is predictable, then moving to cloud has less value
for your organization. You would need to justify it by other means,
such as outsourcing IT functions.

Prefer simplicity of the user experience over breadth of
functionality

If the user experience is paramount, going with an laaS provider
will offer tested interfaces but limited functionality.

Prefer greater functionality over simplicity of the user experience

High level of expertise and experience in most areas of IT

If you want complete control, then you will need to consider
building your own private cloud.

You have the capability to build your own cloud, but that
expertise could be put toward innovation if you outsourced to an
laa$S provider.

Lower level of expertise and experience in most areas of IT

Exactly or very close to where we want to be with IT (reliability,
functionality, ROI, etc.)

Stick with an outsourced laaS provider and consult with your
IT solutions provider to make sure that you are buying and
managing your computing resources well.

Congratulations! You may not need to consider laaS unless you
are tired of investing manpower in day to day maintenance. Try
cloud in test and dev and see how that works out.

Somewhat close to where we want to be with IT

laa$S could close the gap for your organization, giving you
increased functionality for a right-sized cost.

Not that close to where we want to be with IT

laa$S could give you a quick jump in computing power for your
organization without the upfront costs. Since resources most
likely are constrained, tap into an laaS provider.
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QUESTIONS

Critical Questions to Ask

The following questions may apply to a cloud infrastructure service provider, an IT solu-
tion provider supporting your organization, or internal staff pursuing a cloud initiative.

IAAS PERFORMANCE & CAPABILITIES

e What metrics are used to assess speed,
reliability and overall performance?

e How does the SLA handle performance
requirements?

e Are there “good, better, best” tiers of features
and capabilities?

e What tradeoffs exist between capabilities and
ease-of-use?

e What is the mechanism for determining how
this cloud solution integrates with our other IT
systems, applications or processes?

e [f customization is required, how is that handled?

e What are the mobile or remote capabilities of this
cloud solution?

IAAS DATA STORAGE & PROTECTION

e What methods are used to protect my data?

e Are there any guarantees to protect my data
against security breaches or data leaks?

e Who can access my data? This may include
insiders, other firms, government agencies...

e How is data backup and disaster recovery
handled? What redundancy is built into
the system?

IAAS SUPPORT

e How is support provided (phone, email, IM)?

e |s emergency support available 24/7?

e  What can | expect from your customer
help desk?

e How are complex questions escalated?

e [sthere a user forum or other self-serve
repository of FAQs?
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What type of training is provided to ensure my
staff get the most out of this investment?

IAAS PROVIDER EXPERTISE

How does your team stay current with new cloud
technology developments and trends?

What members of your team will be working on
my project? Will this change over time?

What relevant industry credentials or
certifications, if any, does your firm or

team have?

What is your level of expertise with the regulatory
compliance requirements for my industry?

If I am required to provide an audit trail to
demonstrate compliance, how will this

be handled?

Do you have any customers that are in a similar
line of business as mine?

IAAS COSTS & CONTRACTS

What is the fee structure? Are there any extra or
hidden fees?

Do you offer contract flexibility, such as the
option of annual or monthly payments?

Is there a cap on how much rates can be
increased by?

What happens if | want to terminate my
contract? How do | get my data back?

Do you have any case studies or ROI
assessments to help me understand the cost/
benefits of this proposed solution?

Do you have any comparisons showing the cost
of on-premises vs. cloud solutions over time?
Will I need to purchase any additional
infrastructure, software, etc. to use this solution?
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About CompTIA

CompTIA is the voice of the world’s information technology (IT) industry. Its members are
the companies at the forefront of innovation and the professionals responsible for maxi-
mizing the benefits organizations receive from their investments in technology. CompTIA
s dedicated to advancing industry growth through its educational programs, market
research, networking events, professional certifications, and public policy advocacy. For
more information, please visit CompTIA.org.
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