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About This Course

CompTIA is a not-for-profit trade association with the purpose of advancing the
interests of IT professionals and IT channel organizations; its industry-leading

IT certifications are an important part of that mission. CompTIA's PenTest+
Certification is an intermediate-level certification designed for professionals with
three to four years of hands-on experience working in a security consultant or
penetration tester job role.

This exam will certify the successful candidate has the knowledge and skills
required to plan and scope a penetration testing engagement, understand legal
and compliance requirements, perform vulnerability scanning and penetration
testing using appropriate tools and techniques, and then analyze the results
and produce written reports containing proposed remediation techniques,
effectively communicate results to the management team, and provide practical
recommendations.

CompTIA PenTest+ Exam Objectives

Course Description

Course Objectives

This course can benefit you in two ways. If you intend to pass the CompTIA
PenTest+ (Exam PT0-002) certification examination, this course can be a significant
part of your preparation. But certification is not the only key to professional success
in the field of server management. Today's job market demands individuals have
demonstrable skills, and the information and activities in this course can help you
build your penetration testing skill set so that you can confidently perform your
duties in a security consultant or penetration tester job role.

On course completion, you will be able to:

* Scope organizational/customer requirements.
e Define the rules of engagement.

* Footprint and gather intelligence.

e Evaluate human and physical vulnerabilities.
* Prepare the vulnerability scan.

e Scan logical vulnerabilities.

* Analyze scan results.

* Avoid detection and cover tracks.

* Exploit the LAN and cloud.

* Test wireless networks.

* Target mobile devices.

* Attack specialized systems.

* Perform web application-based attacks.

e Perform system hacking.

* Script and software development.
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* Leverage the attack: pivot and penetrate.

e Communicate during the PenTesting process.
* Summarize report components.

* Recommend remediation.

* Perform post-report delivery activities.

Target Student

The Official CompTIA PenTest+ Guide (Exam PT0-002) is the primary course you will
need to take if your job responsibilities include planning and scoping, information
gathering and vulnerability scanning, attacks and exploits, reporting and
communication, and tools and code analysis. You can take this course to prepare
for the CompTIA PenTest+ (Exam PT0-002) certification examination.

Prerequisites

To ensure your success in this course, you should have basic IT skills comprising
three to four years of hands-on experience working in a performing penetration
tests, vulnerability assessments, and code analysis. CompTIA Network+ certification,
Security+ certification, or the equivalent knowledge is strongly recommended.

The prerequisites for this course might differ significantly from the prerequisites for
the CompTIA certification exams. For the most up-to-date information about the exam
prerequisites, complete the form on this page: www.comptia.org/training/resources/

exam-objectives.

How to Use The Study Notes

The following sections will help you understand how the course structure and
components are designed to support mastery of the competencies and tasks associated
with the target job roles and help you to prepare to take the certification exam.

As You Learn

At the top level, this course is divided into lessons, each representing an area of
competency within the target job roles. Each lesson is composed of a number of
topics. A topic contains subjects that are related to a discrete job task, mapped

to objectives and content examples in the CompTIA exam objectives document.
Rather than follow the exam domains and objectives sequence, lessons and topics
are arranged in order of increasing proficiency. Each topic is intended to be studied
within a short period (typically 30 minutes at most). Each topic is concluded by one
or more activities, designed to help you to apply your understanding of the study
notes to practical scenarios and tasks.

Additional to the study content in the lessons, there is a glossary of the terms and
concepts used throughout the course. There is also an index to assist in locating
particular terminology, concepts, technologies, and tasks within the lesson and
topic content.

In many electronic versions of the book, you can click links on key words in the topic
content to move to the associated glossary definition and on page references in the
index to move to that term in the content. To return to the previous location in the
document after clicking a link, use the appropriate functionality in your eBook viewing
software.

About This Course
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Watch throughout the material for the following visual cues.

Student lcon Student Icon Descriptive Text

A Note provides additional information, guidance, or hints about
a topic or task.

A Caution note makes you aware of places where you need to be
particularly careful with your actions, settings, or decisions so that
you can be sure to get the desired results of an activity or task.

As You Review

Any method of instruction is only as effective as the time and effort you, the
student, are willing to invest in it. In addition, some of the information that you
learn in class may not be important to you immediately, but it may become
important later. For this reason, we encourage you to spend some time reviewing
the content of the course after your time in the classroom.

Following the lesson content, you will find a table mapping the lessons and topics to the
exam domains, objectives, and content examples. You can use this as a checklist as you
prepare to take the exam, and review any content that you are uncertain about.

As a Reference

The organization and layout of this book make it an easy-to-use resource for future
reference. Guidelines can be used during class and as after-class references when
you're back on the job and need to refresh your understanding. Taking advantage
of the glossary, index, and table of contents, you can use this book as a first source
of definitions, background information, and summaries.

About This Course






Lesson 1

Scoping Organizational/Customer
Requirements

LESSON INTRODUCTION

Penetration testing is a proactive exercise that tests the strength of an
organization’s security defenses. While there are many reasons why an organization
might conduct a Penetration Test (PenTest), many times it is to provide due
diligence and due care in meeting compliance requirements. Prior to beginning

a PenTest exercise, you will need to devise a structured plan and outline the

terms. Once you step into an organization to conduct the PenTest, it is essential
that you and your team maintain a professional attitude at all times. In addition,

if during testing your team discovers possible indications of an ongoing or

previous compromise, you must immediately report the details to the appropriate
stakeholder.

Lesson Objectives

In this lesson, you will:

* Define organizational Penetration Testing and recognize the CompTIA structured
PenTesting process

* Acknowledge compliance requirements such as PClI DSS along with GDPR, that
drive the need to assess the security posture

* Compare different standards and methodologies used to outline best practice
activities during a PenTesting exercise that include MITRE ATT&CK, OWASP,
and NIST

* Describe some best practice methods of ensuring professionalism and
maintaining confidentiality before, during, and after testing.
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Topic 1A

Define Organizational PenTesting

EXAM OBJECTIVES COVERED
E 1.2 Explain the importance of scoping and organizational/customer requirements.

4.3 Explain the importance of communication during the penetration testing process.

The economic impact of cybercrime has grown to trillions of dollars

annually. Because of the expanded attack vectors and blurring of boundaries that
cross into partner networks, the cloud and supply chains, the impact will continue
to rise. Organizations remain vigilant in protecting against cyberattacks; however,
significant breaches continue to increase in number and severity.

Even with proactive security mechanisms such as firewalls, intrusion detection/
intrusion prevention systems (IDS/IPS), and antimalware protection, a threat may
be able to slip by system defenses and find a home on the network. That is why
PenTesting is essential in today’'s environment.

In this section, we'll outline how organizational PenTesting provides a way to
evaluate cyberhealth and resiliency with the goal of reducing overall organizational
risk. In addition, we'll review the CompTIA structured PenTesting process, which
provides uniformity and structure to security testing.

Let's start with outlining the purpose of PenTesting.

Assessing Cyber Health and Resiliency

Companies recognize the potential for an attack in a complex security

architecture. As a result, many employ proactive processes and follow best practice
procedures to secure their systems. Methods include patch and configuration
management of all operating systems and applications, along with providing
security education, training, and awareness to all employees to prevent social
engineering attacks. Today many controls are utilized, to ensure the confidentiality,
integrity, and availability of system resources.

Today many controls are utilized, to ensure the confidentiality, integrity, and
availability of system resources. Controls include the following:

* Administrative controls are security measures implemented to monitor the
adherence to organizational policies and procedures. Those include activities
such as hiring and termination policies, employee training along with creating
business continuity and incident response plans.

* Physical controls restrict, detect and monitor access to specific physical
areas or assets. Methods include barriers, tokens, biometrics or other controls
such as ensuring the server room doors are properly locked, along with using
surveillance cameras and access cards.

* Technical or logical controls automate protection to prevent unauthorized
access or misuse, and include Access Control Lists (ACL), and Intrusion
Detection System (IDS)/Intrusion Prevention System (IPS) signatures and
antimalware protection that are implemented as a system hardware, software,
or firmware solution.

Lesson 1: Scoping Organizational/Customer Requirements | Topic 1A
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All controls should use the Principle of Least Privilege, which states that an object
should only be allocated the minimum necessary rights, privileges, or information in
order to perform its role.

However, even with all of the security controls in place, the only way you will know
if the network can withstand a cyber event is by actively simulating attacks. This is
achieved by completing a structured PenTest.

It's important to note that a vulnerability scan and PenTest represent two different
concepts. A vulnerability scan will scan computer systems, networks and applications
for vulnerabilities or system weaknesses. A penetration test will use a vulnerability
scan, however, will take the process further by attempting to actively exploit system
vulnerabilities. Once complete, the results are documented in a report format and
presented to the stakeholders.

As a result, organizations need to continually assess the security measures in place
in order to defend against ongoing threats, instead of waiting for a real breach to
occur and face the consequences.

PenTesting (also called Ethical Hacking) is an important element of a comprehensive
security plan. Testing provides a method to assess internal and external computer
systems with the purpose of locating vulnerabilities that can potentially be
exploited, so they can be addressed.

One of the primary goals of a PenTest is to reduce overall risk by taking proactive
steps to reduce vulnerabilities. Let's explore this concept, next.

Reducing Overall Risk

Risk represents the consequence of a threat exploiting a vulnerability. When dealing
with cybersecurity, a risk can result in financial loss, business disruption, or physical
harm. The formula for determining risk is as follows:

Determining Risk

Risk = Threat x Vulnerability
Formula for determining risk

We can break down this concept by outlining the elements that comprise risk:

* Athreat represents something such as malware or a natural disaster, that can
accidentally or intentionally exploit a vulnerability and cause undesirable results.

* Avulnerability is a weakness or flaw, such as a software bug, system flaw, or
human error. A vulnerability can be exploited by a threat.

To put this into perspective of how threats and vulnerabilities work together to
reflect a risk level, let's complete a risk analysis.

Analyzing Risk

Arisk analysis is a security process used to assess risk damages that can affect
an organization. To illustrate this concept, we'll see how using different levels of
antimalware protection on a system will alter the risk:

* One system will be protected using a free antivirus with no automatic updates
* One system will be protected using a paid antivirus with automatic updates

* One system will be protected using a unified threat management (UTM)
appliance with automatic updates.

Lesson 1: Scoping Organizational/Customer Requirements | Topic 1A
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In each case, there is a 100% chance that malware will be a threat. Knowing this let's
build our matrix. Within the matrix, | assigned each of the systems a vulnerability
rating as to how easily malware will infect the system. Then using the formula

Risk = Threats x Vulnerabilities, we'll be able to calculate the level of risk.

Calculating Risk

Scenario Risk = Threat x Vulnerability
Free antivirus | 90% [ =] 100% | x 90%
Paid antivirus | 40% [ =] 100% | x 40%
UTM 10% [ =| 100% | x 10%

Anti-malware protection - Risk Assessment

In this case, the system using the free antivirus was the most vulnerable, and the
risk of infection was 90% vulnerable. The system using free antivirus had a 40% risk
of being infected. However, the system using UTM was minimally vulnerable, and
therefore had a 10% risk rating.

In general, threats to our systems and well-being exist, however, we cannot control
the threats. What we can do is minimize or control the vulnerabilities. If we reduce
the vulnerabilities, we will reduce overall risk. Therefore, identifying and mitigating
vulnerabilities as early as possible will reduce overall risk.

Risk analysis is part of a larger process called risk management, which is

the cyclical process of identifying, assessing, analyzing, and responding to

risks. PenTesting is a key component in managing risk. While an organization has
a choice as to how they conduct a PenTesting exercise, one method is to use a
structured approach, which provides consistency, as we'll see next.

Recognizing the CompTIA Process

When using a structured approach to PenTesting, each step will serve a purpose
with the goal of testing an infrastructure’s defenses by identifying and exploiting
any known vulnerabilities.

Information
Planning and gathering and Attacks and Reporting and

scoping vulnerability exploits communication
scanning

CompTIA structured PenTesting process

Each of the steps relate to CompTIA's PenTest+ Certification exam objectives.

Lesson 1: Scoping Organizational/Customer Requirements | Topic 1A
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When comparing the steps to exam objectives, you'll note that the Tools and Code
Analysis domain is not listed. However, we will cover the tools used during the
appropriate stage of the PenTest process.

Each of the main steps of the structured PenTesting process is broken down into
more detailed steps as follows:

1.  Planning and scoping is when the team meets with the stakeholders to
outline a plan for the PenTest. Some of the information obtained includes the
rules of engagement, budget, technical constraints along with the types of
assessments, and selection of targets.

2. Reconnaissance focuses on gathering as much information about the target
as possible. This process includes searching information on the Internet,
using Open-Source Information Gathering Tools (OSINT), along with social
networking sites and company websites.

3. Scanning is a critical phase as it provides more information about
available network resources. Scanning identifies live hosts, listening ports,
and running services. In addition, the team uses enumeration to gather
more detailed information on usernames, network shares, services, and
DNS details.

4. Gaining access occurs after the team has gathered information on the
network. In this phase, the team will attempt to gain access to the system,
with the goal of seeing how deep into the network they can travel. Then once
in, the team will attempt to access protected resources.

5. Maintaining access once the team is in the system the goal is to maintain
access undetected for as long as possible

6. Covering tracks removes any evidence that the team was in the system,
including executable files, rootkits, logs, and any user accounts that were used
during the exercise.

7.  Analysis occurs after the team has completed the exercise, and will go
through the results of all activities, analyze the findings, and derive a summary
of their risk rating.

8. Reporting will deliver the results and any remediation suggestions to the
stakeholders, along with a realistic timeline of reducing risk and implementing
corrective actions.

Throughout the entire process, the team will constantly communicate with the
stakeholders of any irregularities such as an indication of a possible breach.

Lesson 1: Scoping Organizational/Customer Requirements | Topic 1A
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What's important to note is that the same main process is used by the threat actor,
as shown in the graphic:

PenTesting Process
Planning/Scoping
Reconnaissance Reconnaissance
Scanning Scanning
Gain Access Gain Access

Maintain Access Maintain Access

uonesJiunwuwo)

Cover Tracks Cover Tracks

Analysis

Reporting

Threat Actor Structured PenTest

Comparing steps taken during PenTesting

The threat actor has a main goal of altering the integrity of the system and/or
causing harm, and are sometimes called an unauthorized hacker, which is a
hacker operating with malicious intent.

Lesson 1: Scoping Organizational/Customer Requirements | Topic 1A
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Review Activity:

Organizational PenTesting

Answer the following questions:

1. Management has gathered the team leaders at 515support.com and
outlined the importance of conducting a PenTesting exercise. Your
supervisor has asked the group why PenTesting is important. How would
you respond?

2. Management at 515support.com has been working hard at ensuring
employees are well trained in identifying a phishing email. Concurrently
the IT team has implemented strong spam filters to prevent phishing
emails from getting to their employees. What is the RISK of an employees
falling victim to a phishing attack using the following information?

* 75% = THREAT of a phishing email reaching an employee
* 40% = VULNERABLE employees that might fall for a phishing attack

3. When using a structured approach to PenTesting, each step will serve
a purpose with the goal of testing an infrastructure’s defenses by
identifying and exploiting any known vulnerabilities. List the four main
steps of the CompTIA Pen Testing process.

4. Threat actors follow the same main process of hacking as a professional
PenTester: Reconnaissance, Scanning, Gain Access, Maintain Access, and
Cover Tracks. What steps are added during a structured PenTest?
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Topic 1B

Acknowledge Compliance
Requirements

EXAM OBJECTIVES COVERED
@ 1.1 Compare and contrast governance, risk, and compliance reports.

Today's organizations face strong regulatory oversight, which forces us to secure
our systems. Penetration testing helps provide a gap analysis to see how close you
are to being compliant.

For many organizations, there are several standards and regulations that define
security measures that must be taken in order to prevent data loss. Examples
include Payment Card Industry Data Security Standard (PClI DSS) and General Data
Protection Regulation (GDPR). In this section, we'll discover some of the common
elements of compliance requirements, as they relate to data protection, starting
with PCI DSS. We'll also review the different types of assessments, such as goal-
based, compliance-based, and objective-based, and review the different strategies
taken when performing a PenTest.

First, let's see what's involved when a company must adhere to PCI DSS controls.

Outlining PCI DSS

One standard that outlines exact requirements for safely handling data, is Payment
Card Industry Data Security Standard (PCI DSS). This specifies the controls that
must be in place to securely handle credit card data. Controls include methods

to minimize vulnerabilities, employ strong access control, along with consistently
testing and monitoring the infrastructure.

Threat actors attempt to obtain credit card information, such as account number
and other elements necessary to impersonate the cardholder. The standards exist
as a way of dealing with threats to the security of cardholder data, whether online
or at a brick-and-mortar store.

PCI DSS documentation is found at: https://www.pcisecuritystandards.org/pci_
security/. Within the documentation you will find a list of the four main tenets and
guidelines

The attack vectors and threats to credit card data can be vast. To address this, PCI
DSS standards provide granular details on methods to secure data. Within the
framework, there are six categories that describe what is required. The categories
list a specific goal, and then define the requirement. To summarize, an organization
must do the following in order to protect cardholder data:

* Create and maintain a secure infrastructure by using dedicated appliances and
software, that monitor and prevent attacks.

* Employ good practice strategies, such as changing passwords from the vendor
default, and training users not to open suspicious emails.

Lesson 1: Scoping Organizational/Customer Requirements | Topic 1B



The Official CompTIA PenTest+ Study Guide (Exam PT0-002) | 9

e Continuously monitor for vulnerabilities and employ appropriate anti-malware
protection that is continuously updated.

* Provide strong access control methods by using the principle of least privilege,
and routinely monitor and test networks.

In addition, the organization must create and maintain appropriate information
security policies that define the rules of proper behavior. If a merchant fails to
comply and are in violation of the requirements, they can face a substantial fine,
and even lose the ability to handle credit card transactions.

PCI DSS compliance relies on a continuous process of assess, remediate, and
report. By using the prescribed controls, this ongoing process provides the greatest
level of security.

A company must be vigilant and take efforts to secure the data. However, although
in a company’s best effort, they may not have done enough. The only way to tell

if they have achieved the goal of being PCI DSS compliant is by completing an
assessment and then reporting the results.

PCI DSS is not a law; therefore, there is no government oversight. However, it's
imperative that anyone that deals with cardholder data must comply with the
guidelines.

The security level will define whether the merchant must complete a self-
assessment or have an external auditor assess whether or not the merchant
is compliant. In addition, the level also defines whether they must complete a
Report on Compliance (RoC). Therefore, the first step is to identify how many
transactions are done on a yearly basis. Once the value is determined; the
merchant is then ranked.

The levels are as follows:

* Level 1is a large merchant with over six million transactions a year.
* Level 2 is a merchant with one to six million transactions a year.

* Level 3 is a merchant with 20,000 to one million transactions a year.
e Level 4 is a small merchant with under 20,000 transactions a year.

The activity required for each level to prove compliance with the guidelines, is as
follows:

Level T—must have an external auditor perform the assessment by an approved
Qualified Security Assessor (QSA).

Levels 1 and 2 must complete a RoC.

Levels 2-4—can either have an external auditor or submit a self-test that proves
they are taking active steps to secure the infrastructure.

In addition to PCI DSS, there are several laws in the United States and the European
Union (EU) that deal with the protection of consumer data. One such law is GDPR,
which has a global reach.

Dissecting GDPR

In 2018 the EU enacted the General Data Protection Regulation (GDPR), which
outlines specific requirements on how consumer data is protected. The law affects
anyone who does business with residents of the EU and Britain. This comprehensive
law focuses on the privacy of consumer data and, more importantly, gives
consumers the ability to control how their data is handled.
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Some of the components of this law include:

* Require consent if a company wants to gather information on your searching
and buying patterns, it must first obtain permission. A client must be allowed
to accept or decline for each separate data source , i.e., email addresses for
marketing or IP addresses for analytics.

* Rescind consent—just as the consumer can give consent for a company to use
their information, they can opt out at any time. Known as the right to be forgotten
rule, this puts control back in the hands of the consumer.

* Global reach—the GDPR affects anyone who does business with residents of
the EU and Britain. The statute relates to e-commerce, as websites do not have a
physical boundary. If you do business with anyone in the EU and Britain, this rule
will prevail.

* Restrict data collection—organizations should collect only the minimal amount
of data that is needed to interact with the site.

* Violation reporting—if the company’s consumer database is compromised,
they must report the breach within 72 hours.

The GDPR clearly outlines that consumer data must be protected. Within the
document, found at https://gdpr.eu/, you will find a checklist that outlines

the requirements for regularly testing the strength of the infrastructure for
vulnerabilities, with the goal of preventing a data breach. Any company with
over 250 employees will need to audit their systems and take rigorous steps to
protect any data that is processed within their systems, either locally managed
or in the cloud.

In addition to PCI DSS and GDPR, there are many other laws that govern the
protection of data. Let's review a few of these that might impact a PenTest.

Recognizing other Privacy Laws

Some of the laws govern data protection for a location, such as a country,
providence or state, or an industry, such as the banking or health care industry.
Some examples include:

* The Stop Hacks and Improve Electronic Data Security (SHIELD) is a law that
was enacted in New York state in March 2020 to protect citizens data. The law
requires companies to bolster their cybersecurity defense methods to prevent a
data breach and protect consumer data.

e The California Consumer Privacy Act (CCPA) was enacted in 2020 and
outlines specific guidelines on how to appropriately handle consumer data.
To ensure that customer data is adequately protected, vendors should include
PenTesting of all web applications, internal systems along with social engineering
assessments.

* The Health Insurance Portability and Accountability Act (HIPAA) is a law the
mandates rigorous requirements for anyone that deals with patient information.
Computerized electronic patient records are referred to as electronic protected
health information (e-PHI). With HIPAA, the e-PHI of any patient must be
protected from exposure, or the organization can face a hefty fine.

While many compliance requirements focus PenTesting on larger companies,
smaller companies can benefit from a PenTesting exercise as well. Not only will it
ensure compliance, but it will also help to identify vulnerabilities before they can be
exploited. The type of assessment along with the approach your team will take will
depend on the objectives.
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Review Activity:

Compliance Requirements

Answer the following questions:

1. Part of completing a PenTesting exercise is following the imposed
guidelines of various controls, laws, and regulations. Summarize Key
takeaways of PCI DSS.

2.  With PCI DSS a merchant is ranked according to the number of
transactions completed in a year. Describe a Level 1 merchant.

3.  With PCI DSS, a Level 1 merchant must have an external auditor perform
the assessment by an approved .

4. Another regulation that affects data privacy is GDPR, which outlines
specific requirements on how consumer data is protected. List two to
three components of GDPR.

5. What should a company with over 250 employees do to be compliant
with the GDPR?
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Topic 1C

Compare Standards and
Methodologies

EXAM OBJECTIVES COVERED
E 1.2 Explain the importance of scoping and organizational/customer requirements.

2.1 Given a scenario, perform passive reconnaissance.

In addition to the laws that govern the need to protect data, there are also guidelines
that help security professionals effectively manage and protect their information

and infrastructure. In this section, we'll cover organizations that provide guidance

and frameworks for PenTesting, such as the National Institute of Standards and
Technology (NIST). In addition, we'll also cover methods that help outline best practices,
such as the Open-Source Security Testing Methodology Manual (OSSTMM) and the
Penetration Testing Execution Standard (PTES).

In addition, because one of the key components of PenTesting is identifying
vulnerabilities, we'll review the Common Vulnerabilities and Exposures (CVE), along
with the Common Weakness Enumeration (CWE).

Let's start with an overview of some of the PenTesting frameworks available today.

Identifying PenTesting Frameworks

In some cases, a PenTesting exercise is required, however, many companies may
opt to conduct one voluntarily to ensure that they have properly secured their data.
Regardless, a complete assessment will pay off in many ways. The obvious reasons
are to discover system weaknesses and answer questions such as:

e Do we have any unnecessary services running?
* Are social engineering techniques effective?

* What are the exploitable vulnerabilities?

* Are antimalware signatures up-to-date?

* Are the operating system patches current?

A company might need some assistance either in getting started in the process, or
guidance on how to conduct an effective PenTesting exercise. The good news is that
there are plenty of resources available, such as the United States (U.S.) National
Institute of Standards and Technology (NIST), and Open Web Application Security
Project (OWASP).

Let's discuss some of the resources, starting with OWASP.

Understanding OWASP

The Open Web Application Security Project (OWASP) is an organization aimed

at increasing awareness of web security and provides a framework for testing during
each phase of the software development process. Once on the site, you'll find
open-source tools and testing guidelines such as a list of Top 10 vulnerabilities.
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In addition, you'll find the OWASP Testing Guide (OTG). The OTG steps through the
testing process and outlines the importance of assessing the whole organization, that
includes the people, processes, and technology, with a focus on web applications. You
can learn more at www.owasp.org.

Next, let's take a look at NIST, an organization that develops computer security
standards used by U.S. federal agencies and publishes cybersecurity best practice
guides and research.

Evaluating Resources at NIST

Visit NIST at https://www.nist.gov/, and you will find a large number of topics in
areas such as climate, communication, and cybersecurity. NIST has many resources
for the cybersecurity professional that include the Special Publication (SP) 800
series, which deals with cybersecurity policies, procedures, and guidelines.

NIST SP 800-115 is the “Technical Guide to Information Security Testing and
Assessment.” SP 800-115 was published in 2008, however contains a great deal of
relevant information about PenTesting planning, techniques, and related activities.

Another detailed manual on security testing is the Open-source Security Testing
Methodology Manual (OSSTMM).

Exploring OSSTMM

It's a well-known fact many of us work well by following a framework. OSSTMM
provides a holistic structured approach to PenTesting. Written in 2000, the open-
source document stresses auditing, validation, and verification. While OSSTMM
doesn't provide the tools needed to accomplish a complete PenTesting exercise, it
does cover other areas, such as Human Security and Physical Security testing.

Version 3 (v3) is freely available, however access to the latest version will require
a paid membership to The Institute for Security and Open Methodologies
(ISECOM). Even still, it's worth exploring the site, as they have other cyber security
resources that include:

* Hacker Highschool—provides security awareness to teens

* Cybersecurity Playbook—outlines cybersecurity best practice for small to
medium sized organizations

You can find OSSTMM v3 at https://www.isecom.org/OSSTMM.3.pdf.

When preparing your team to begin testing, it's sometimes beneficial to review
documentation on established frameworks. In the next section, let's review some of
the additional resources that can provide advice and guidance.

Providing Guidance

Over the years, several organizations have invested a great deal of time and
resources in developing structured guidelines and best practices to accomplish a
PenTesting exercise. In this section, we'll evaluate the Information Systems Security
Assessment Framework (ISSAF), the Penetration Testing Execution Standard, along
with MITRE ATT&CK.

Let's start with the ISSAF, an open-source resource available to cybersecurity
professionals.
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Examining ISSAF

If you do a keyword search for ISSAF, you will find a few locations where you can
obtain the components of the framework. Once you download and unpack the
ISSAFv1, Roshal Archive (rar) Compressed file, you will be able to view the contents,
as shown in the screenshot:

ISSAF Documentation

Mame

sub7
B3 1. ABOUTISSAF
2. PROJECT MANAGEMENT
3| 3. BEST PRACTICES- PRE ASSESSMENT, ASSESSMEMT AND POST ASSESSMENT
| 4, ASSESSMENT FRAMEWORK
i3] 5. REVIEW OF INFORMATION SECURITY POLICY AND SECURITY ORGANIZATION
] 6. EVALUATION OF RISK ASSESSMENT METHODOLOGY
69| 7. TECHNICAL CONTROLS ASSESSMENT
2. SOCIAL ENGINEERING
2] 9. PHYSICAL SECURITY ASSESSMENT
10. REVIEW OF LOGGING - MONITORING & AUDITING PROCESSES
=] 11, SECURITY AWARENESS AND TRAINING
] 12, QUTSOURCING SECURITY CONCERNS
i3] 13. BUSINESS CONTINUITY PLANNING AND DISASTER RECOVERY
] 14. LEGAL AND REGULATORY COMPLIANCE
B2 Copy (15) of issaf0.1
Copy (16) of issafD.T
@ Copy of issaf0.1
KNOWLEDGE BASE

Contents of ISSAF rar file (Screenshot courtesy of Microsoft.)

Once in the folder, you will find a list of 14 documents that relate to PenTesting,
such as guidelines on business continuity and disaster recovery along with legal and
regulatory compliance. Although the ISSAF was created in 2005, there are plenty of
valuable resources related to PenTesting . In addition, there is a knowledge base
that includes a Security Assessment Contract, Request for Proposal and Reporting
templates.

The Penetration Testing Execution Standard (PTES) was developed by business
professionals as a best practice guide to PenTesting.

Describing the PTES

The Penetration Testing Execution Standard (PTES) has seven main sections that
provide a comprehensive overview of the proper structure of a complete PenTest.
Some of the sections include details on topics such as:

* Preengagement interactions
* Threat modeling

* Vulnerability analysis

* Exploitation

* Reporting
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The PTES approaches the standard business aspect in that it doesn't have technical
guidelines specifically addressed in the document. It does, however, have a
separate document that provides technical guidelines, along with a list of tools used
in the PenTesting process. For more information, visit: www.pentest-standard.org.

Another powerful site that provides a great deal of research is MITRE ATT&CK,
which conducts vulnerability research, and then shares the research with the
general public and coordinating agencies.

Utilizing MITRE ATT&CK

MITRE Corporation is a U.S. based non-profit organization that provides research,
publications, and tools at no charge for anyone who accesses the site. Research
provided by MITRE is sponsored by the U.S. Computer Emergency Readiness Team
(US-CERT) and the U.S. Department of Homeland Security (DHS).

One of the tools provided by MITRE Corporation is the ATT&CK (Adversarial
Tactics, Techniques & Common Knowledge) framework, which provides tools and
techniques specific to PenTesting. Once in the framework (found at https://attack.
mitre.org/), you will see many columns in the matrix that describe some task that

is completed during the PenTest. The following are some examples of the column
headers you can find while on the site:

Initial Access lists attack vectors a threat actor can use to gain access to your
network. This category defines many techniques, such as:

* Drive by compromise
e Supply chain compromise
* External remote services

The Persistence category provides details on how to remain in a system. Within
this category there are many techniques that include:

e (Create account
* Modify authentication process
e Browser extensions

Credential access provides multiple solutions on how to obtain credentials, that
include:

¢ Brute force
¢ Man in the Middle
¢ Forced authentication

While the matrix and details provided in each section are valuable, MITRE is also
actively involved with providing key information on vulnerabilities and weaknesses
within software. Next, let's see what's available in these areas.

Investigating CVE and CWE

|dentifying and mitigating vulnerabilities is at the heart of a structured PenTest.

As vulnerabilities are identified, they are first rated as to the severity using the
Common Vulnerability Scoring System (CVSS). The score is derived using a set
of metrics, which helps in prioritizing vulnerabilities. You can learn more by visiting
https://www.first.org/cvss/.
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It's important to note that vulnerability scores will change over time.

The information from the CVSS is then fed into the Common Vulnerabilities and
Exposures (CVE).

Recognizing the CVE

The CVE is a listing of all publicly disclosed vulnerabilities. Each entry refers to
specific vulnerability of a particular product and is cataloged with the following
information:

* Name of the vulnerability using the following format: CVE-[YEAR]-[NUMBER].

e Description of the vulnerability, for example: An SQL injection
vulnerability exists (with user privileges) in the
pets console of Kiddikatz chip records system.

To learn more about the vulnerability, click on the name, which is a hyperlink to the
record in the National Vulnerability Database (NVD). Once there, you can read
more details about the vulnerability.

Another community-developed database is the Common Weakness Enumeration
(CWE).

Detailing Weaknesses with the CWE

The CWE is a database of software-related vulnerabilities maintained by the MITRE
Corporation. Once in the site, you will see a detailed list of weaknesses in hardware
and software. For example, if we select Software Development, this will take us
to the Software Development page. Once there, you will see a list of common
software issues where you can select a topic.

For example, if you select Data Validation Issues, that will take you to a new page
where you will find more detailed information on the weakness such as affected
platforms, and what possible consequences could result as a result of exploiting
this weakness.
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Review Activity:

Standards and Methodologies

Answer the following questions:

1. Completing a PenTest can be overwhelming. While doing your research
you found some PenTesting frameworks that will help guide the process.
Describe how OWASP can help your team.

2. Describe some of the resources available at NIST.

3. Discuss the significance of NIST SP 800-115.

4. Explain how the MITRE ATT&CK Framework provides tools and
techniques specific to PenTesting.

5. Compare and contrast CVE and CWE.
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Topic 1D

Describe Ways to Maintain
Professionalism

EXAM OBJECTIVES COVERED
E 1.3 Given a scenario, demonstrate an ethical hacking mindset by maintaining

professionalism and integrity.

Prior to assembling the PenTesting team, the ground rules are laid out so that
everyone understands the need to provide rigorous controls, prior to, during, and
after the PenTest exercise. To reassure the client, the team may be asked to provide
credentials and evidence that the team has an excellent reputation for respecting
the safety of the customers' personal data. Other related activities can include
presenting background checks and credentials of the team members. In addition,
prior to beginning the PenTest, the team should receive training on how to identify
criminal behavior along with the procedure for reporting breaches or evidence of
criminal activity.

Let's start with providing background checks of the team members.

Background Checks of the Team

When entering into a discussion on conducting PenTesting for an organization, the
team will most likely be asked several questions. The questions will help assure the
organization that they have the appropriate experience and an excellent reputation.
Aside from experience, there are more considerations. Each member of a
PenTesting team needs to provide credentials that prove they can work in a secure
environment. Some of the considerations include:

* Provide credentials, such as certifications that prove they have the appropriate
skills to conduct PenTesting.

* Produce recent background checks, that can include credit scores and driving
records. Make sure no one has a criminal record or felony conviction.

Even if someone has a Top Secret clearance from the military, you'll want to provide
recent information to reassure the client.

Identify and Report Criminal Activity

The penetration test is a simulated attack, in that systems will face the same
scrutiny that would be evident during a real attack by a threat actor. While
PenTesting, many times it's an advantage to think like a criminal. However, it's also
important to be able to identify and report any criminal activity, even if the activity
occurred by accident. For example, if someone were to inadvertently scan the
wrong network, this action must be immediately reported to the team leader, as
there could be legal ramifications.

Another consideration when PenTesting is the need to ensure privacy of any
information obtained during the PenTest process.
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Maintaining Confidentiality

Throughout the course of the PenTest process, the team may expose sensitive
information or discover system vulnerabilities. As a result, everyone on the PenTest
team must agree to conform to the policy on handling proprietary and sensitive
information.

For example, if a team member finds a major vulnerability in the company’s
public-facing website, the organization may require them to keep this information
confidential to minimize risk. The requirements might also set restrictions that state
only privileged personnel, such as IT managers only, and not standard employees,
should be informed of any issues.

During the planning meeting, the team should explicitly state that the testers will
protect information they discover during testing, and not disclose confidential
information to any other parties. In some cases, the team may need to supply
legal documentation that includes confidentiality provisions. In addition, because
of the sensitive nature of the PenTest reports, they should be protected by using
encryption, and password protected when in storage.

Along with ensuring confidentiality, the team must be aware of any legal issues that
might impact the testing process.

Avoiding Prosecution

Formalized PenTesting goes through a process of assessing the cyberhealth and
resiliency of an organization. However, prior to beginning any testing, the team
should carefully outline the terms of the contract and be aware of all possible legal
considerations that might be applicable.

The team must keep in mind there can be risks to the professional, by inadvertently
performing an illegal activity.

If any member of the team is apprehended and found guilty of an illegal act, they
can face serious consequences. Let’s see just what's at stake.

Facing Fees, Fines, and Criminal Charges

Before doing any active testing, the team will gather with the stakeholders and outline
the terms of the PenTesting process. In addition to agreeing on the terms of the test,
the team will carefully consider the scope and methods to be used while testing.

It's important to carefully think through all scenarios. Using a tabletop exercise,
have the team step though how they will complete the testing, along with possible
conflicts that might occur. For example, if the organization requests that the team
attempt to break into a facility to expose possible physical vulnerabilities, they
should ask appropriate questions:

*  Who will notify the authorities and/or security personnel that the team will
actively try to break into a facility?

e If the team is to attempt to circumvent security measures “through various
means” make sure the organization defines “various means,” so there is no
confusion.

Even though a PenTest is performed with the mutual consent of the customer, the
team may inadvertently violate a local, state, or regional law. This could result in
criminal charges, along with significant fines.

Prior to testing, the team should carefully question the stakeholders as to any
possible legal ramifications. In addition, the team should independently research
any regulations that will prevent certain types of testing.
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Review Activity:

Professionalism

Answer the following questions:

1. A couple of your colleagues thought it might be a good idea to share
some guidance on how the team should conduct themselves during the
PenTesting process. What topics should be covered so that all members
exhibit professional behavior before, during and after the PenTest?

2. The team is involved with planning a PenTest exercise for 515support.
com. Management is concerned that the loading dock is vulnerable
to a social engineering attack, whereby someone can gain access to
the building by asking someone who is on a smoking break. Prior to
conducting the tests, what should the team do to prepare for the test.

3. The team is involved with planning a PenTest exercise for 515support.
com. Management has asked the team to run a series of scans at a
satellite facility. Once the team is on site and begins testing, one of the
team members shows you the result of the vulnerability scan. After
examining the scan, you realized the team member has scanned the
wrong network. How should you proceed?
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Lesson 1

Summary

In this lesson we defined organizational Penetration Testing and recognize the
CompTIA structured PenTesting process. We learned how although a malicious
actor follows the same steps to perform unauthorized hacking, the team will adds
analysis and reporting during the PenTesting exercise.

We then reviewed compliance requirements such as PCI DSS along with GDPR, that
drive the need to assess the security posture. We compared different standards and
methodologies used to outline best practice activities during a Penetration Testing
exercise that include MITRE ATT&CK, OWASP and NIST. We then finished with some
best practice methods of ensuring professionalism and maintaining confidentiality
before, during and after testing.
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