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Introduction

Progress has never been a bargain. You’ve got to pay for it. Sometimes | think
there’sa man behind a counter who says, ‘All right, you can have a telephone; but
you’ll have to give up privacy, the charm of distance. You may conquer the air; but

the birds will lose their wonder, and the clouds will smell of gasoline!’

tthe beginning of a new decade, these lines from the play Inherit the Wind seem as

appropriate for the technology industry as they did for the debate over evolution

taking placein thedrama. The tech industry is faced with a tricky balancing act:

continuing to drive innovative solutions while grappling with the side effects of those
solutionsin the global economy. The challenge itself is not unique—every industry deals with this
tension as it becomes more mature—but the new variables here are the scale that tech is able to
achieve and the evolutionary aspect of mixing digital and physical worlds.

It’s time for the industry to take the next step. There are tremendous benefits available through
technology for both business and society, but there are major questions around safety, privacy,
sustainability, and trust. The answers to these questions come from combining technical expertise
with social awareness. By embracing responsibility for all the changes innovation can bring, the

tech industry can be responsible for driving future progress.
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About CompTIA

The Computing Technology Industry Association (CompTIA) is a leading voice and advocate for the
$s.2 trillion global information technology ecosystem; and the more than 50 million industry and
tech professionals who design, implement, manage, and safeguard the technology that powers the
world’s economy. Through education, training, certifications, advocacy, philanthropy, and market
research, CompTIAis the hub for advancing the tech industry and its workforce.

About this Report

CompTIA’'s IT Industry Outlook 2020 provides insight into the trends shaping the industry, its
workforce, and its business models. Because trends do not occur in a vacuum, the report provides
context through market sizing, workforce sizing, and other references to supporting data. The
interrelated nature of technology - where elements of infrastructure, software, data and services
come together, means trends tend to unfold in a step-like manner. A breakthrough may lead to a
notable advance, which may then be followed by what could be perceived as lateral movement
as the otherinputs catch-up. Some of the trends highlighted in this report focus on an early stage
facet of atrend, while others recognize a trend moving beyond “buzzword” to reaching a certain
stage of market-ready maturity. As such, the timing of trend impact may vary from reader to
reader depending on company type, role, or country. Lastly, if it appears a noteworthy technology,
workforce, or business of technology trend is missing, it may be because the trend was covered

in a previous release of the IT Industry Outlook. Visit www.CompTIA.org for past reports and an

extensive library of research and educational content.

Copyright (c) 2019 CompTIA Properties, LLC.
All Rights Reserved. CompTIA.org

CompTIAis responsible for all content and analysis.
Any questions regarding the report should

be directed to CompTIA Research and Market
Intelligence staff at research@comptia.org.
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Tech-Washing Fades in Favor
of Real Strategy
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hanks to the vastinflux of user-friendly technologies, it has become popular to say

that every company is a tech company. But the ubiquity of technology does not

necessarily change the underlying business model. While digital transformation is

creating new avenues for growth, companies are finding that they cannot simply slap
tech labels on their products and practices and automatically reap benefits. On one end of the
spectrum, this takes the shape of larger companies going public and struggling with the realities
of theirindustry. There are well-established economics and regulations in industries such as
transportation or real estate. Software and mobile devices may connect consumers directly or
change adistribution model, butitis more difficult to alter profit margins or navigate complex
interconnections, especially at scale. On the other end of the spectrum, there are smaller
businesses who can easily fall prey to marketing hyperbole. As with previous trends like unified
communications or gamification, new trends like artificial intelligence and blockchain hold a great
deal of promise but require significant investment or change to workflow. Smaller companies are
finding that purchasing new technology is not the same as truly integrating that technology for
improved results. Just as the opportunistic use of labels has often applied to individual trends,
the same behavior has been happening with technology in general. Rather than attempting to
use technology as a crutch, businesses will become much more intentional about strategically
integrating technology into their culture and roadmap.
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Workforce Diversity Grows
In Many Ways

orkforce diversity most often refers to having an employee population that reflects
the general population, with no preferential treatment or restrictive measure given on
the basis of gender, race, age, or other factors. The technology workforce in particular
has been under the microscope for its lack of diversity thanks to unconscious bias
and optimization along with other behavior that is far more conscious, such as barriers to access
forlow income students or even reports of outright abuse. In 2020, the call for improved diversity
will continue to pay dividends, even if fully diverse and inclusive environments still lie further in the
future. Going beyond efforts around common conceptions of diversity, there will also be a marked
increase in the skill diversity that companies are seeking. Twenty years ago, the stereotypical IT
worker had a heavy concentration in infrastructure skills and worked in relative isolation from
therest of the business. Today, companies are seeking expertise across all four areas of CompTIA’s
IT framework—infrastructure, software development, cybersecurity, and data. In many cases,
companies are hoping to find candidates with some degree of work experience, so there is less
willingness to take an entry-level generalist and steer them towards a specialization. Beyond
technical skills, businesses are also looking for technology professionals that can speak the language
of the business, collaborating with other departmentsin order to drive technology-fueled business
results. Employability skills such as communications and teamwork are no longer reserved for those
workers on a management track, but now apply at every level. Given the shortage of skills on the
market, there are no easy answers for how companies will fill these needs, but there are tremendous
opportunities for technologists in every field.
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Tech Topics Are Front and
Center in U.S. Elections

sthelTindustry is maturing, there are challenges posed as a result of tech’s larger

impact on the economy and deeperintegration with society. In 2020, the U.S. election

cycle will put a spotlight on many of these issues. Debate in Washington and around the

country has already begun with respect to the responsibilities of certain playersin the
IT sector. Despite the overwhelming consumer and business benefits enabled by the IT industry,
CompTIA data shows that 7in 10 firmsin the business of selling technology, most SMB-sized, fear
that a negative perception of the tech industry is gaining momentum across the country and
becoming more of anissue in general. In particular, increased awareness over privacy and how
information is being collected and used could impact voters’ decisions. Other issues might also join
the discussion this election cycle, including cybersecurity, automation, artificial intelligence, net
neutrality, and technology’s role in mitigating climate change and educating our children. When
it comes to voting itself, election security also remains a key concern for voters. The use of voting
technology, coupled with the need to assure voters that their ballot will be counted, underscores
the need for safety, reliability, and accessibility in digital infrastructure.
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Hype Meets Reality with
Emerging Technology

ver the past several years, there has been a lot of excitement around emerging
technologies. At an operational level, this has been a positive trend as it has helped
businesses build better practices for evaluating early-stage topics and accelerating
adoption. At a tactical level, though, it has created some chaos. Without the chance to
wait and see which technologies prove their worth, companies have found themselves confronted
with a bevy of options—a situation that exacerbates resource constraint and skill gaps. Heading
into a new year, the hype around emerging technology remains high, especially among those
firms selling and supporting technology. Many firms in the IT industry are expecting significant
gainsin emerging tech adoption or growth within their user base. Of course, part of the reason
forsignificant gains is that the original base is fairly small. And this is where the reality sets in.
CompTIA’s end user data shows a very slow adoption curve across various new trends, with only
two trends beginning to reach critical mass (internet of things and artificial intelligence). Even
amid all the hype, companies in the business of technology are starting to pull back on adopting
new technology as part of their portfolio. This slight tap on the brakes suggests that classic
situation where companies move too quickly into a new technology discipline or business model
only to have areality check in year two or three. Beyond loT and Al, companies are excited about
building solutions on top of 5G infrastructure, and other topics may have strong but specific
use cases (drones), function more as enabling technology (blockchain), or still have years before
making an impact (quantum computing). The market is settling down, but it will remain a source of
interest since new trends can still take off overnight.
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Internet of Things Continues
to Redefine IT Architecture

sone of the two emerging technologies to be gaining significant traction, internet of
things seems poised to join cloud computing and mobile devices as a permanent part
of the modern technology landscape. Businesses are quickly discovering the value in
digitizing their environment and their operations, collecting data that can help with
future decision-making. The trend is also showing positive returns for companies that sell and
support technology. Half of these firms report either major or minor levels of loT-related sales
in the last year, with others experimenting internally. Today, loT as a managed services play is
driving the most revenue in this category, but looking ahead to the next two years companies are
predicting that analytics on data captured by IoT sensors - then shared with customers - holds
the most financial promise. The first wave of IoT adoption is making good progress, but the next
stage will require a keen understanding of digital BizOps. Rather than treating loT installations
as separate projects, businesses will have to recognize that they are dealing with an expanded
architecture. This will dictate networking structures, storage options, data policies, and security
decisions. These changes will drive both channel firms and internal IT departments to invest
in skills training in order to fully establish a successful data-based analytics practice. As with
cloud computing and mobile devices, the groundwork has been laid for 10T to advance digital
transformation.
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Artificial Intelligence
Eats the World

hen Marc Andreessen made his now-famous statement about software in 2011, he

may not have even realized the extent to which the world would be consumed over

the next decade. Cloud computing lowered both the barrier for developing software

and the barrier for distribution, and mobile devices extended the reach of software
to previously unreached corners. The net effect was an exponential increase in software’s ability
to drive activity. This created a new challenge in conducting said activity and acting on the data
being collected. Enter artificial intelligence. With a foundation of software-driven routines and
the compute resources to broadly run advanced algorithms, Al can push software to the next
level. However, there’s a fine line between “eating the world” and “global domination.” The
challenges of programming bias and unreasonable outputs mean that Al requires a different form
of oversight than earlier software models. This oversight is an example of the kind of responsible
implementation that technology professionals and solution providers must now perform. In
addition, functional Al is like any other software in that it requires solid inputs. In the case of Al,
these inputs are often massive datasets rather than highly specific data points, but there is still a
need to ensure quality. For all the disruptive power that Al holds for business operations and job
roles, it opens new opportunities for those with the expertise to manage its appetite.
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Demand for Integration Leads

to Demand for Automation

ccording to CompTIA’s Tech Buying Trends Among Small & Medium-Sized Businesses, the
top technology area where SMBs need the most work is integrating various platforms,
applications, and data. Large businesses are focused on integration as well, but they have
more internal resources that they can lean on. Even so, third parties are a popular option
forintegration activities, especially where deep knowledge is needed for a particular platform or
application. Whether integration is outsourced or being done in-house, the next step for many
businesses will be automation. Automation has always been one goal of enterprise technology, but
today’s capabilities open new doors. Just by using cloud systems, companies can take advantage
of tools from their cloud provider. Internet of things implementations expand the ability to gather
inputs from a variety of sources, and artificial intelligence can help drive actions based on those
inputs. From there, the vast array of other emerging technologies allows companies to imagine and
build complex automation. The goal of this automation, as with all technological advances, is to
reduce the amount of routine work and to create breathing room for innovation. There will certainly
bejobrolesthataredisrupted in the process, but throughout the decade businesses have shown a
preference for keeping and repurposing skilled workers in an environment of skill shortages. Future
automation will be highly complex, and the nature of Al will necessitate some amount of monitoring,
so the endeavor will not be cheap. As with all strategic IT, businesses will need to see clear ROI
calculations and long-term improvement plans before venturing deeper into automation.
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Cybersecurity Becomes
More Operational

he theme of cybersecurity over the past decade was a shift from a purely defensive

mindset to a proactive approach that combined technology, process, and education.

Moving forward, the shift will be from cybersecurity as a component of IT to cybersecurity

asacritical business function. When treated as part of IT, a proactive approach to
cybersecurity may still struggle to get the proper budget allocation or properly demonstrate value
to the business. As a result, organizations are beginning to treat cybersecurity as a dedicated
function. At large enterprises, this usually takes the form of a CISO managing a team of resources,
and the division is more clear. For everyone else, establishing a cybersecurity center of operations
is much less formal and involves a blend of internal and external resources. The process starts
with defining risk tolerance, a step that most companies are not familiar with after simply placing
all corporate content behind a secure perimeter. The next step is to fill the skill gaps that exist,
which has become a difficult task with so many different areas under the umbrella of security.
Finally, there must be metrics to measure the return on a more significant investment. Separating
cybersecurity from IT and taking these steps elevates the function to that of a critical business
operation, on par with legal or accounting. For third parties providing security services and
technical employees with security responsibilities, the transition will not take place overnight, but
there will be notable progress throughout the year.
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Deep Fakes and 5G Exacerbate
the Data Management
Challenge

eep fake applications are genuinely terrifying. We are talking about video and voice

forgery software that convincingly makes people appear to be doing and saying things

they are not. This has the potential to wreak havoc on society, personal lives, politics,

careers, and beyond. And while such trickery might seem like a fun distraction or the
latestinternet game, using these apps also means handing over reams of personal information to
strangers. Scary, right? As long as deep fake applications exist - and they will continue to exist and
proliferate - the need for sophisticated data management will skyrocket in the coming years. And
datavolume, already completely exponential, is only going to mushroom with the more expansive
rollout of 5G networks next year and beyond. This high-speed network is going to capture data at
lightning-fast pace from any type of device orinanimate object. In the next year, these two trends
are just the primary examples of ongoing issues with data management. The need to properly
identify that data with its true source (i.e. a deep fake verification) and to secure the mountains of
information speeding along these networks is going to be paramount for both major broadband
providers and their downstream partnersin the channel, as well as individual IT departments, and
possibly the government.
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Tech Industry Regulation
Stirs Fears

(‘ t was the best of times, it was the worst of times.” Dickens could very well be speaking
about the state of today’s technology industry. The stock market has been flying high for
the most part. The top five corporations in terms of global market capitalization sport
names like Microsoft, Apple, Amazon, Google, and Facebook. Emerging technologies offer

exciting promise. And yet, it is also a time of uncertainty. Issues related to privacy violations, data

protection, election interference, and others have thrust the industry, and many of its leading
corporations, into the media spotlight and the government’s watchdog lens. For many who work

in technology, the potential forincreased government regulation, which some states are already

pursuing, is an obvious concern. Most IT firms are operating on slim margins with limited cash

flow. They fear too much regulation could restrain growth, while deregulation, they argue, could
spurit.In fact, based on CompTIA’s 81" State of the Channel research, government regulation of

the tech industry tops the worry list for the coming year, while a potential downturn to current

economic conditions also sparks anxiety. That’s a significant shift from last year when the main

concerns for future success focused on new types of competitors in the market and a skills gap for
emerging technologies. Those are still valid business concerns, but it’s clear that on a macro level,
people are waking up to the fact that the Wild West days are over as the tech industry matures and
grows more complex. Success and advancement come with a price: balancing demands for more
accountability while continuing to innovate. The question ahead is how the tech industry takes
ownership of these issues and works with government to build the proper set of guidelines.
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Industry Overview

he global information technology industry is on pace to reach $5.2 trillion in 2020, according

to the research consultancy IDC. The enormity of the industry is a function of many of the

trends discussed in this report. Economies, jobs, and personal lives are becoming more digital,

more connected, and more automated. Waves of innovation build over time, powering the
technology growth engine that appears to be on the cusp of another major step forward.

The United States is the largest tech market in the world, representing 32% of the total, or approximately
$1.7 trillion for 2020.In the U.S., as well as in many other countries, the tech sector accounts fora
significant portion of economic activity. CompTIA’s Cyberstates report reveals that the economicimpact
of the U.S. tech sector, measured as a percentage of gross domestic product, exceeds that of most other
industries, including notable sectors such as retail, construction, and transportation.

Despite the size of the U.S. market, the majority of technology spending (68%) occurs beyond its
borders. Spending is often correlated with factors such as population, GDP,and market maturity.

Among global regions, western Europe remains a significant contributor, accounting for
approximately one of every five technology dollars spent worldwide. However, as far as individual
countries go, China has clearly established itself as a major playerin the global tech market. China
has followed a pattern that can also be seenin developing regions, where there is a twofold effect
of closing the gap in categories such as IT infrastructure, software, and services, along with staking
out leadership positions in emerging areas such as robotics.

The Global Information Technology Industry: $5.2 Trillion

Estimated 2020 spending at constant currency | Encompasses hardware, software, services and telecommunications

Source: IDC
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The bulk of technology spending stems from purchases made by corporate or government entities.

Asmaller portion comes from household spending, including home-based businesses. With the

blurring of work and personal life, especially in the small business space, along with the shadow
IT phenomenon, it can be difficult to precisely classify certain types of technology purchases as
being solely business or solely consumer.

CompTIA projects the global information technology industry will grow at a rate of 3.7%in

2020. The optimistic upside forecastisin the 5.4% range, with a downside floor of 1.9%. Growth
expectations for the U.S. market are in line with the global projection. As the largest tech market
in the world, U.S. forecasts and global forecasts are inextricably linked. This is a narrower forecast
range than what has been seen in past years, meaning industry executives are exercising a
relatively high degree of caution in an unpredictable environment.

Global IT Industry Growth Projected to Hit 3.7 Percent
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CompTIA uses a consensus forecasting approach. This “wisdom of the crowds” model attempts

to balance the opinions of large IT firms with small IT firms, as well as optimistic opinions with
pessimistic opinions. The results attempt a best-fit forecast that reflects the sentiment of industry
executives.
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As with any forecast, especially one as far-reaching as overall industry growth, many factors can
play arolein the estimation. On the upside, spending on emerging tech may accelerate and even
drive additional spending in well-established areas that act as foundational pieces. Conversely,
currency fluctuations or trade policies could have a negative impact, causing companies to tighten
their belt on discretionary IT purchases.

Other factors that influence revenue growth projections include pricing and product mix. The tech
spaceis somewhat unique in that prices tend to fall over time, which may resultin large numbers
of units shipped but only modest revenue growth. As with last year, the product mix in the year
ahead will be an especially important factor, as the high growth rates of emerging categories are
expected to more than offset the slow growth mature categories.

Factors that Could Drive or Inhibit Growth in 2020

) Factors in hitting pessimistic side of forecast Factors in hitting optimistic side of forecast R
| L4
Customers postponing purchases / taking a wait and see approach  Successfully reaching new customer segments

0%
Unexpected shock (e.g. new financial crisis, natural disaster, etc.)  Pick-up in business from existing customer base

-45% 47%

Negative government action (e.g. regulation, trade policy etc.)  Successfully selling new business lines / launching new products

-38% 47%

Shrinking margins / profitability  Improvement to sales / marketing efforts
=
Labor costs / availability of skilled IT workers  Improvement to internal operations / running more efficiently

-33% 38%

Disruption / competition from new firms entering IT space  Positive government action (e.g. deregulation, tax code changes, etc.)

-21% 21%
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There are anumber of taxonomies for depicting the information technology space. Using the
conventional approach, the industry market can be categorized into five top level buckets. The
traditional categories of hardware, software and services account for 56% of the global total.
The other core category, telecom services, accounts for 26%. The remaining 17% covers various
emerging technologies that either don’t fitinto one of the traditional buckets or span multiple
categories, which is the case for many emerging ‘as-a-service’ solutions that include elements of
hardware, software, and service, such as loT, drones, and many automating technologies.

Key Categories of the Information Technology Industry

Devices +
infrastructure

O_ IT + business
market services
Source: IDC

Software @ Software
@ Devices +

infrastructure

o_ IT + business
services

@ Emerging tech i @ Emerging tech
Telecom services @

Telecom services

Source: IDC

The allocation of spending will vary from country to country based on a number of factors. In the
mature U.S. market, for example, there is robust infrastructure and platforms, a large installed
base of users equipped with connected devices, and available bandwidth for these devices to
communicate. This paves the way for investments in the software and services that sit on top of
this foundation.

Tech services and software account for nearly half of spending in the U.S. technology market,
significantly higher than the rate in many other global regions. Countries that are not quite as far
alongin these areas tend to allocate more spending to traditional hardware and telecom services.
Building out infrastructure and developing a broad-based digital workforce does not happen
overnight. Scenarios do exist, however, whereby those without legacy infrastructure - and the
friction that often comes with transitioning from old to new - may find an easier path to jump
directly to the latest generation of technologies.
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While emerging technologies currently account for only 17% of the overall global revenue, they

are expected to drive nearly half of the growth in new revenue. There are two caveats to this
projection. First, the nature of emerging technology means that thereis less history to guide future
forecasts. Not only might the numbers be off, butitis also difficult to predict which categories

will take off and which ones will fall by the wayside. Second, the stackable architecture of modern
business systems blurs the lines between categories. While emerging technologies will be the
driver for growth, they must be used in conjunction with more established technologies to create
innovative solutions.

Emerging Tech Categories Drive Revenue Growth
Estimated contribution of new global tech spending during the 2018-2023 time period

6%

Percent of new revenue growth in tech sector
attributed to emtech categories during 2018-2023

KEY EMTECH GROWTH DRIVERS

loT software o AR/VR

loT hardware Al platforms/applications
Saa$ + PaaS o Bigdata/analytics

loT connectivity Enterprise social software
Robotics/drones Next gen security

Software

Emerging tech (+104%) (+50%) Telecom services (+5%)

Source: IDC
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IT Professionals See a
Promising Future

ftheindustryisstrong and maturing, and if businesses are taking the next step in developing

technology strategies, then it stands to reason that IT professionals should feel confident about

their future prospects. Overall, this seems to be the case. The vast majority of technology workers

feel optimistic about theirrole as an IT professional. In the U.S., 86% of IT pros rate their outlook
asvery good or fairly good. In different geographies, the sentiment is the same—81% in Canada, 75%
in the UK, 82% in Australia/New Zealand (ANZ) and 85% in the Benelux region (Belgium/Netherlands/
Luxembourg). The primary reason for the positive sentiment is high demand for technology skills,
whichin turn leads to robust career options. There is also a sense that the importance of technology
to business objectives makes technology a more integral part of business operations and gives IT
pros an opportunity to play arolein the direction of the organization.

Majority of U.S. IT Professionals Feel Optimistic About Role

High demand for skills leading to career options

Importance of technology to business objectives

Diverse range of skills available for exploration

Strong network of technology professionals

Perception that tech drives benefit for society
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On the other hand, someindividuals have reservations about their careerin the technology field.
One of the main reasons for concern is the challenge of increasing complexity in business systems.
The trend of skill diversity is not lost on technology professionals. The first step in handling
complexity is to grow individual skills, but as things scale up, it becomes untenable for one person
to handleitall. This can lead to a feeling of uncertainty and also a feeling that better results are
expected even though budgets are flat or shrinking. Other factors contribute as well. In the U.S.
and Canada, thereis slightly more worry over outsourcing. In the UK and ANZ, one of the main
issues is aninability to pursue skill growth in the current role. And the Benelux region stands
outin terms of fear over the perception that technology causes harm to society. To some degree,
these issues are present for any field, and itis worth repeating that a minority of IT pros have any
uneasiness atall.

The remainder of this report will focus on analysis of the U.S. market, and corresponding
international data can be found in the supplemental material on CompTIA’s website.

In-demand skills are a major driver for future sentiment, but the reason skills are in such high
demand is that there is such a wide variety today. As the trends section described, the IT skills
of the previous era were marked by a heavy concentration in infrastructure. Now, as companies
are maturingin their technology usage, there are demands across all four IT pillars defined by
CompTIA’s IT framework. Software development is the area where most companies expect to
place focusin the upcoming year, but there is also strong demand for cybersecurity, data, and
infrastructure.

Organizational Focus Across IT Pillars

57%

Software development

51%

Cybersecurity
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Looking at each area individually highlights the layers of complexity that companies are dealing
with as they try to build the best skills within their workforce. Starting with infrastructure, the
topicattracting the most attention in the upcoming year is cloud computing. Cloud computing
is certainly notadriver of headlines today—indeed, it does not receive top billing in any of
CompTIA’s 2020 trends—but it is still a driver of both IT tactics and IT strategy. As an established
technology, companies are now in the next phase of cloud adoption, taking a holistic view of
their IT architecture and reconfiguring workflow to take maximum advantage of cloud benefits.
Other main concerns within the infrastructure category likewise have the feel of the tried and
true. Networking is an area being constantly upgraded as data demands grow. Storage solutions
need to match workflow demands, and solid backup plans are key for ongoing operations. Server
administration is still a key role since very few companies are shifting to 100% cloud-based
architecture. Only after these four areas are covered do companies begin thinking about an
emerging topic with internet of things.

Critical Areas within infrastructure

Cloud computing
Networking

Storage

Server administration
Internet of Things

Mobile device management
Help desk/first line support

Linux

While software development is poised to be the primary pillar for many firms in 2020, it is also

an area where many firms may not have a long history. Until cloud computing lowered barriers

for custom development, companies relied heavily on packaged software. In order to come up to
speed, businesses are quickly learning both the best practices of the past and the new evolutions
in the development space. User experience is a good example of the latter, as mobile apps have
redefined expectations around usability and reliability. Artificial intelligence is another evolution,
albeit onein much earlier stages. Quality assurance is perhaps a topic that bridges both sides—a
practice that has always been a part of software engineering, but one that has changed drastically
as cloud computing has given rise to microservice architecture. For all the attention that DevOps
has received, itis somewhat surprising to see it so low on the list of critical areas. This could be due
to the fact that data and security are nearly on equal footing with development and infrastructure,
so a practice revolving around only two of the four pillars is not comprehensive enough.
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Critical Areas Within Software Development

User experience

Quality assurance

Al/machine learning

Mobile development

DevOps

Cybersecurity is possibly the most complex of the four pillars, covering expanded defenses that
companies must build, innovative approaches to proactively test those defenses, and internal
processes that create secure operations. Cybersecurity analytics is the most prominent field
companies plan to focus on, since the collection and analysis of data can help cut through some

of the complexity and allow smaller teams to manage larger implementations. Privacy and risk
analysis are less about technology tools and more about corporate policies, forcing companies to
establish guidelines that may have never before been in place. The use of cybersecurity metrics
may also be a new concept for some businesses, and IT pros must choose the best metrics to match
their firm’s risk tolerance and business workflow. These areas are the most sought-after, but the
reality is that all areas of cybersecurity are critical for building a robust security posture.

Critical Areas Within Cybersecurity

Cybersecurity analytics

Privacy

Risk analysis

Compliance

Cybersecurity metrics

Workforce education

Penetration testing
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Finally, the field of datais not set up to be a dedicated function as often as cybersecurity, but it is still
afield where businesses are trying to establish comprehensive policies and management. The leading
two skills that companies are looking for demonstrate the typical balancing act between modern
practices and established fundamentals. Predictive analytics has become the specific goal emerging
from the general field of big data. Not every company is prepared to manage massive amounts of
data being consolidated from multiple streams, but every company can begin using their existing
data to produce insights. For those firms that are coming up to speed on data practices, database
administration is a starting point for a more formal approach. As far as cutting edge technologies,
distributed ledgers such as blockchain have tremendous potential, but there are still hurdles in
implementation and the technology will most likely remain a degree separated from most end users.

Critical Areas Within Data

Database administration

Predictive analytics

Data visualization

Data management/policies

Blockchain/distributed ledger

Adding to the challenge of filling a broad range of skills, companies are generally looking for candidates
with deeper expertise. Across all four IT pillars, hiring companies are primarily targeting either early
career (3-5 years of experience) or mid-level (6-10 years of experience). This may make sense in the

areas of infrastructure and software development, where businesses have likely built a hierarchy of
skills over time. For cybersecurity and data, the situation is more complicated. These areas, which have
traditionally been subsets of infrastructure and development, have relied on those foundational pillars
to provide the entry level skills. Now that they are distinct functions, there are difficulties in creating
the pipeline for more advanced talent. Over time, entry level positions will likely emerge, butin the
meantime companies will have to explore different avenues for filling their skill gaps.

Thanks to these pipeline challenges, hiring is lower on the priority list for companiesin the
upcoming year. Instead, there will be a strong focus on training and certifying the employees that
are already on board. When it comes to career growth, there are three distinct areas IT pros expect
to develop. Firstis technical skill within the existing specialization. With so many different topics
within each pillar, there is plenty of room for growth. Second is technical skill in a new area. The
four pillarsinteractin unique ways, and these overlaps define how business solutions are built
and maintained. The final focus area for career growth is project management, going beyond the
technical interactions to handle scheduling, deliverables, and tradeoffs.
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Building Technical Skill is Primary Option for Growth

Building technical skill within area of
specialization

Building technical skill in a new area

Building skill in project management

Building skill in communication,
collaboration, teamwork, etc.

Building skill in business operations

Advancing into management

Shifting gears from skill needs and development, the other workforce topic that will be a major
issuein the upcoming year is diversity and inclusion. Although 30% of companies feel that there
has been significantimprovement in the diversity of the tech workforce over the past two years,
previous CompTIAresearch has shown that sentiment tends to skew more positive than reality on
this topic. Awide range of research and anecdotal examples proves that there is still much work
todoinachieving equity, from data on wage gaps to the makeup of executive teams to ongoing
reports of abusive behavior. The trend may be headingin the right direction, but the chasm was so
wide that it will take significant time and intentional changes to close.

Four out of 10 companies say that fostering workforce diversity is a high priority for 2020. There
isalonglist of actions that could improve the situation. Flexible work arrangements, including

the physical environment, can create more opportunities and a more welcoming atmosphere,
especially if thereis a hard look at how the existing arrangements unintentionally create barriers.
Training remains a popular option, though it is imperative that the principles from training are also
found in corporate culture. Some options that may deserve broader adoption are recruiting from
training programs that focus on underserved populations (which also has the effect of improving
the skill gap problem)and carefully reviewing corporate communications to ensure equal
representation and inclusive language.
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Many Options for Improving Diversity/Inclusion

Provide flexible work arrangements

Provide workforce training on diversity/inclusion
Provide management training on diversity/inclusion
Recruiting from different colleges

Senior manager charged with diversity/inclusion
Outreach/education for underserved populations
Recruiting from alternative training programs

Audit communications for representation

Allocate budget for diversity/inclusion initiatives

Overall, the landscape for the IT profession in 2020 is one full of opportunity but also one thatis
rapidly changing. There is the potential to apply technical skills across the business for personal
exposure and growth, and there are also unique questions that need to be answered around
therole of technology in modern business and society. As existing skills and practices provide
the foundation for digital transformation, technologists should also be open to new skills and
practices that add value to their business and produce success in their career.
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The Business of Technology
Continues to Evolve

apid change is happening across the IT channel today, affecting business models,

the competitive landscape, customer types, buying patterns, M&A activity and more.

Technology and the business of selling it has grown far more complex. What was once a

fairly stable set of infrastructure productsin a channel provider’s portfolio has, in the
cloud age, morphed into myriad choices around software-as-a-service applications, data tools,
and a stack of emerging technologies. It’s a far cry from straight-up hardware device sales. As a
result of this complexity, integration work and security considerations have ratcheted up, making
the channel’s job more and more challenging. But with challenges come opportunities. Looking
ahead to 2020, firms that manage to thrive will be making investments in skills training, expanding
their market reach to new customers and verticals, partnering with potential competitors, and
embracing emerging tech. For many, that means getting out of their comfort zone.

Companiesin the channel are pretty clear about what they believe will contribute to positive
outcomes next year. It’s about the customer. Six in 10 channel firms said the No. 1 factor that will
ensure robust growth for them will be their ability to reach new customer segments. This likely
means both expanding into new vertical markets or simply growing the aggregate number of
customers across the business. The No. 2 catalyst for a positive year includes picking up additional
business from existing clients. This is especially true with managed services providers for whom
upselling current customers to additional types or tiers of services is often the key to growing
revenue and profit margin. Other areas where firms place value include expanding their business
lines, which explains the enthusiasm seen for adding emerging technologies to their portfolios.
From a practical perspective, companies also see potential benefit from tightening up their
operationsinternally. Efficiency and cost-cutting, while not the most exciting, are a necessary
measure to investing in new market expansion and new customer acquisition.
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Contributing Factors to Ensure Positive Growth in 2020

Success reaching new customers

Picking up business from new customers

Increasing internal efficiency

Selling new business lines

Increasing sales and marketing efforts

Positive government action (deregulation)

What could derail 2020? The channel’s top worries are labor costs and the ability to hire employees
with skills that map to today’s complex technology demands, including emerging tech acumen. It’s
aninteresting conundrum: on the one hand, you need employees with sophisticated skills to succeed
in the digital age, but on the other hand, such employees - if you find them - will likely sit at the
higher end of the pay scale. And because most channel firms are SMBs with tight budgets, managing
the desire for the best-skilled employees for the future against resource availability in the presentis
avery real problem. It’s not unlike today’s college admissions dilemma, where a student endeavors to
getinto the best school, then finds that best school is financially untenable to attend.

It should also be noted that it is a fraught time for the tech industry in general. Privacy violations,
data breaches, social media-enabled election interference, and other controversies have thrust
the industry, and many of its leading corporations, into the media spotlight and the government’s
watchdog lens. For many companies in the channel, the potential downstream repercussions of
negative industry perceptions are a concern. Half of executives in the business of technology
believe thatincreased government regulation could result from a kind of “techlash” effect. Fourin
10 believe greater scrutiny will come from customers themselves. And still more believe innovation
could be stifled because tech companies will start to fear lawsuits or other pushback and tap the
brakes on new initiatives.
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Concern Growing around Technology Backlash

Becoming more of anissue

Becoming less of an issue

Not sure

No discussion of the channel’s future should leave out the role of emerging technologies. Whether
it’s blockchain, Al, VR, drones or |oT, these topics are capturing the channel’s attention in steadily
growing numbers. But let’s be clear: adoption, asit has been on the end customer side, is mostly
iterative, with more in-house experimentation at this point versus actual selling at scale. A channel
firm that saysitis selling some kind of artificial intelligence or virtual reality solution, for example,
is most likely doing so with a limited number of customers and generating minimal revenue overall
from these solutions. But thatis the nature of the adoption of new technologies. It’s a process of
research and vetting, followed by in-house experimentation, small-scale rollout, re-examination,
then larger-scale rollout.

That said, thereis no denying that enthusiasm is real among channel practitioners, who clearly
see emerging tech asa means to cement future relevance in the industry and drive future sales.
Asked if they could instantaneously gain expertise in a new technology area or a vertical industry
specialty, 70% of channel firms chose a new technology area. This is despite years of talking
aboutvertical specialization as a top competitive differentiator. Tech acumen about the next big
thing matters to them. Looking ahead to 2020, half of channel organizations expect significant
gainsin emerging tech adoption. Thatincludes both selling these wares in some capacity and
experimenting with them in-house before deciding to add them to the official portfolio. Another
4in 10 expect modestincreases in their emerging tech adoption, while just 6% predict minor
increases. The main catalysts for entering one or more of these markets are twofold. They
represent a greater revenue opportunity than existing offerings and customer demand is starting
toincrease. Of course, customer demand should be viewed through a similar lens as the channel’s
trajectory: high level of interest, cautious pace of adoption.
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Channel Firms Expecting Big Things from Emerging Tech

Expecting
significant
gains

Expecting
minimal
gains

Expecting
modest
gains

Trends with the most hype

From a channel perspective

5G

Artificial intelligence
Internet of things

Virtual reality

Biometrics

Quantum computing
Robotic process automation
3D printing

Edge computing

Of all the emerging tech categories - and they are myriad - IoT hardware and software ranked as the
biggest revenue drivers, not surprising given their relative maturity compared to newer emerging
tech categories such as drones, for example. 5G, Al, and VR may not have the current revenue stream,
but channel firms are excited about the future potential of these fields. Items such as quantum
computing or robotic process automation, while on the radar of a good portion of channel firms, are
most likely not going to play a huge role in an organization’s revenue generation next year or beyond,
other than for those in niche markets.

There are inhibitors to emerging tech adoption in the channel, and they make perfect sense

given the general size and scope of most of these organizations. Budget constraints tie many
acompany’s hands even if they want to dive into a new solution category. Risk aversion is also
real, while others struggle with determining a clear business need to adopt some of these new
categories. Onereason to throttle back on adoption exuberance? Customers. A quarter of channel
firms say their customers are actually overwhelmed by the array of choices and the media
bombardment about new, shiny stuff. As a result, they have decided to take it slow and focus more
on the basics of their tech needs, such as security and infrastructure.

Increasing technology complexity has real-world implications for business models, that’s clear. But
increasing technology ubiquity cannot be ignored. The democratization of technology across all
levels of the business world is impacting how the channel sells and goes to market, to whom they
sell, what the sales cycle looks like, and the type of services that wrap around any initial sale or
engagement. More than half of channel professionals today (55%) say that IT budget ownership, at
leastin part, has shifted from solely the IT department to line of business groups, from the CFO’s
office to human resources to marketing.
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Buying cycles are in Flux

38%

29% 30%

3%
[

Shorter buying cycles Longer buying cycles About the same Don't know

This has obviously been an upward trend for several years. But one of the more interesting
consequences of this trend is somewhat longer sales cycles for many in the channel. Between
increased technology complexity and the need to explain technology to alay person versus the IT
buyer, nearly 4 in 10 channel firms say the average sales cycle has gotten longer over the past year.
Often, line of business buyers do not anticipate the many layers beyond the initial purchase, such
as security, compliance, orintegration services, that need to be factored into a decision. Once they
are made aware, the time to finalize the engagementis lengthened.

Complexity is Main Reason for Increased Sales Cycle

Technology has gotten more complex

Security concerns add time to purchase

Line of business buyers shop around more

Regulatory/compliance considerations

More stakeholders have to sign off on purchases

Customers are often self-procuring first
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Along with managing their portfolio and their customer dynamics, workforce issues also loom
large for channel firms today. Just 19% of companies say they are fully staffed at both technology-
and business-related positions. Two-thirds of these firms have openings and are actively seeking
to hire IT staff, while a third are looking to fill open positions on the business side of the house.
Why so many open positions? Skills needs and desire to grow. A third of firms say that new skills
needs, mainly to tackle emerging tech aspirations and other disciplines not previously practiced,
have created a workforce crunch. Another third say they want to expand and grow their business,
necessitating adding headcount.

A more-than-healthy economy of the last several years has resulted in a low unemployment

rate and created an employees’ market - for now. That, coupled with the introduction of new
technologies that require a more sophisticated level of skill, has spun up a bit of a perfect storm on
the workforce front for the channel. Six in 10 channel firms say their hiring difficulties stem from
having to compete heavily with other technology outfits for talent. Four in 10 are competing with
organizations outside the tech industry for technology talent, which speaks to the widely held
belief that every company today, regardless of industry, is a tech firm.

Factors Contributing to Difficult Hiring Environment

Competing with other tech firms for talent
Rising salary expectations

Competing with other industry sectors for talent
Finding workers with the right soft skills

Rising benefit/perks expectations

Finding desired skills in emerging areas

Limited pool of available workers in my region

Not enough young people entering tech fields

Additionally, channel firms today are making larger investments in marketing as they become more
services-oriented in nature and rely less on hitching their brand to that of the vendors they sell.
Thisis new territory for many smaller firms, in particular, that have never had devoted marketing
headcount. Now they are looking.
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And some are getting creative in how they hire by casting a wider net. For example, 3in 10 channel
firms of all sizes are eliminating a four-year college degree requirement for job candidates. That
mirrors a trend that has been happening at the larger IT vendor level (think Google, Apple, or IBM)
for some time now. Another 3in 10 are filling positions with contract workers, while nearly 40%
are hiring a full-time HR manager, something that has been mostly unheard of among the bulk of
today’s channel based on their small size.

Changes in Hiring Tactics

Hired a full-time human resources/hiring manager

Targeted search in diverse candidate locations

Filled positions with contract/Form 1099 workers

Retrained existing staff for open positions

Removed biased language from job postings

Eliminated four-year college degree requirement
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Appendix

IT Pro Perspective on Potential for Emerging Technology

Artificial Intelligence

Internet of Things

5G

Serverless computing

Edge computing

3D printing

Quantum computing
Robotics

Robotic process automation
Biometrics

Virtual reality
Self-driving/autonomous vehicles
Distributed ledger/blockchain
Containers

Augmented reality

SD WAN

Drones

Volumetric displays

Digital twins

Options for Closing skill Gaps

Respondents were asked to
select the three
technologies that they

believed held the most
potential for their business

Training for existing employees

New hiring

Pursuing certifications for technical staff

Partnering with outside firms

CompTIA.org

37%
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Desired Level of Expertise When Hiring IT Pros

Entry level (0-2 years of experience)

Early career (3-5 years of experience)  Infrastructure
W Software
m Cybersecurity

Mid-level (6-10 years of experience) Data

Senior level (10+ years of experience)

Skills IT Managers are Looking for when Hiring

Problem solving

Teamwork

User experience

Depth of skill in particular field
Communication

Basic cybersecurity knowledge
Breadth of skill

Customer service

Business acumen
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IT Pros Wear Many Hats

Roles that IT pros play within company

Participating in cross-
departmental discussions

Leading discussions around
emerging technology

Building required systems

Working to accelerate
approach

Explaining tradeoffs

Final approval for tech
decisions

Highlighting ethical issues

Aiming for
cutting edge
of technology

Corporate approach to technology

Balancing

Focusing on
) current
maintenance ) .
. . operations with
with selective .
emerging
new elements .
adoption

Diversity Efforts Making Measured Progress

Viewpoint on changes in diversity
over past two years

Significant
improvement

Decline
Slight
No change improvement
CompTIlA.org

Internal priority on fostering diversity

High
priority

Don’t
know

Low
priority

Medium
priority
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Ways Channel Firms Plan to Expand Portfolio

Mostly
extensions of
existing
offerings
Mix of new
offerings and
extensions Mostly new
offerings

Possible Results of Technology Backlash

Increases likelihood of government regulation

Greater scrutiny from customers

Downstream effects for small tech firms

Potential to inhibit innovation

May deter young people from working in tech

Negative impact to employee morale/productivity
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Inhibiting Factors for Emerging Technology

34%

29%
23%

Lack of clear business Customer confusion Risk aversion Budget constraints
case

Channel Firms See IT Budgets Shifting to Different Departments

Significant
shifts have
occurred

Minimal
shifts have
occurred

Modest
shifts have
occurred
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Plans for Improving Customer Experience

Digital experiences

Personalization

Next-gen customer service

Proactive innovation

Seamless/omnichannel experiences
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